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Informational

Alerts
e | aiee | o
Absence of Anti-CSRF Tokens 29
Content Security Policy (CSP)_Header Not Set 99
Missing Anti-clickjacking Header 102
Cookie No HttpOnly Flag Low 102
Cookie without SameSite Attribute Low 102
Cross-Domain JavaScript Source File Inclusion Low 102
Strict-Transport-Security Header Not Set Low 102
X-Content-Type-Options Header Missing Low 103
Authentication Request Identified 6
Charset Mismatch 3
Re-examine Cache-control Directives 102
Session Management Response Identified 103
User Controllable HTML Element Attribute (Potential XSS) 31

Passing Rules

Verification Request Identified Passive MEDIUM -

Private |IP_Disclosure Passive MEDIUM -
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Session ID in URL Rewrite

Script Served From Malicious Domain (polyfill)

Insecure JSE ViewState

Vulnerable JS Library (Powered by Retire.js)

Cookie Without Secure Flag

Content-Type Header Missing

Application Error Disclosure

Information Disclosure - Debug_Error Messages

Information Disclosure - Sensitive Information in URL

Information Disclosure - Sensitive Information in HTTP Referrer Header

Information Disclosure - Suspicious Comments

Open Redirect
Cookie Poisoning

User Controllable Charset
WSDL File Detection

Loosely Scoped Cookie

Viewstate
Directory Browsing
Heartbleed OpenSSL Vulnerability (Indicative)

HTTP Server Response Header

Server Leaks Information via "X-Powered-By" HTTP Response Header Field(s),

X-Backend-Server Header Information Leak

Secure Pages Include Mixed Content

HTTP to HTTPS Insecure Transition in Form Post

HTTPS to HTTP Insecure Transition in Form Post
User Controllable JavaScript Event (XSS)

Big_Redirect Detected (Potential Sensitive Information Leak)

Retrieved from Cache

X-ChromeLogger-Data (XCOLD)_Header Information Leak
CsP

X-Debug-Token Information L eak

Username Hash Found

X-AspNet-Version Response Header

Pll Disclosure

Script Passive Scan Rules

Stats Passive Scan Rule

Timestamp Disclosure

Hash Disclosure

Cross-Domain Misconfiguration

Weak Authentication Method

Reverse Tabnabbing
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Alert Detail

Description

URL
Method
Parameter

Attack

Evidence

Other Info

Request Header

Request Body

Response Header

No Anti-CSRF tokens were found in a HTML submission form.

A cross-site request forgery is an attack that involves forcing a victim to send an HTTP request to a target destination without their knowledge or intent in order to
perform an action as the victim. The underlying cause is application functionality using predictable URL/form actions in a repeatable way. The nature of the attack
is that CSRF exploits the trust that a web site has for a user. By contrast, cross-site scripting (XSS) exploits the trust that a user has for a web site. Like XSS,
CSREF attacks are not necessarily cross-site, but they can be. Cross-site request forgery is also known as CSRF, XSRF, one-click attack, session riding, confused
deputy, and sea surf.

CSREF attacks are effective in a number of situations, including:

* The victim has an active session on the target site.

* The victim is authenticated via HTTP auth on the target site.

* The victim is on the same local network as the target site.

CSRF has primarily been used to perform an action against a target site using the victim's privileges, but recent techniques have been discovered to disclose

information by gaining access to the response. The risk of information disclosure is dramatically increased when the target site is vulnerable to XSS, because XSS
can be used as a platform for CSRF, allowing the attack to operate within the bounds of the same-origin policy.

https://drlovesexshop.com/kontakt/

POST

<form class="woocommerce-form woocommerce-form-login login et_b-tab-content active" data-tab-name="login" autocomplete="off" method="post"
action="https://drlovesexshop.com/moje-onto/">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, _csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 1: " wp_http_referer"
"password" "rememberme" "username" "woocommerce-login-nonce" ].

POST https://drlovesexshop.com/kontakt/ HTTP/1.1

host: drlovesexshop.com

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/53
7.36

pragma: no-cache

cache-control: no-cache

content-type: application/x-www-form-urlencoded

referer: https://drlovesexshop.com/kontakt/

content-length: 290

Cookie: woocommerce items in cart=1; wp _woocommerce session 10d919786538b65731a39cc09bb56209=t 5a7dd4af71697d9f527f7f67
9fcb1d%7C%7C1738783224%7C%7C1738779624%7C%7C304bad613efb99c9a49fbefc478f874b; wordpress test cookie=WP%20Cookie%s20chec
k; woocommerce recently viewed=15812%7C15791%7C16067%7C16002%7C13706%7C15833%7C15802; woocommerce cart hash=de2c7a9bab6
07610751bbcObacb6e760

_wpcf7=2726& wpcf7 version=6.0.1& wpcf7 locale=pl PL& wpcf7 unit tag=wpcf7-f2726-p33-0l& wpcf7 container post=33& wpcf7
_posted data hash=&your-email=foo-bars40example.com&your-message=&checkbox-145%5B%5D=0bowi%sC4%85zuje+mnie+Regulamin+Ser
wisu.+Akceptuj%sC4%99+Polityk%sC4%99+Prywatno%sC5%9Bci.

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html; charset=UTF-8

set-cookie: woocommerce cart hash=5fd7a3a4f6al730c5602600ce7405133; path=/; secure

link: <https://drlovesexshop.com/wp-json/>; rel="https://api.w.org/"

link: <https://drlovesexshop.com/wp-json/wp/v2/pages/33>; rel="alternate"; title="JSON"; type="application/json"
link: <https://drlovesexshop.com/?p=33>; rel=shortlink
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Response Body (excerpt)
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URL
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Attack
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Other Info

date: Mon, 03 Feb 2025 19:23:58 GMT
server: LiteSpeed

vary: User-Agent

content-length: 710278

Logowanie </span>
<span class="et-tab" data-tab="register">
Rejestracja </span>
</div>

<form class="woocommerce-form woocommerce-form-login login et_b
-tab-content active" data-tab-name="1login" autocomplete="off" method="post"
action="https://drlovesexshop.com/moje-onto/">

<p class="woocommerce-form-row woocommerce-form-row--wide form-row form-row-wide">
<label for="username">Nazwa uzytkownika lub email

https://drlovesexshop.com/kontakt/

POST

<form method="post" autocomplete="off" class="woocommerce-form woocommerce-form-register et_b-tab-content register" data-tab-name="register"
action="https://drlovesexshop.com/moje-onto/">

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncstf,
csrf_token, _csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 2: " _wp_http_referer"
"reg_email" "woocommerce-register-nonce" .

https://drlovesexshop.com/kontakt/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-icon container search-full-width-form"
method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncstf,
csrf_token, _csrf, _csrfSecret, __ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 3: "et_b-header-search-
input-19" "et_search" "post_type" ].

https://drlovesexshop.com/kontakt/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsif,
csrf_token, _csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 4: "et_b-header-search-
input-65" "et_search" "post_type" ].

https://drlovesexshop.com/kontakt/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncstf,
csrf_token, csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data] Token][key]] was found in the following HTML form: [Form 5: "et_b-header-search-
input-34" "et_search" "post_type" ].
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https://drlovesexshop.com/kontakt/

POST

<form action="/kontakt/#wpcf7-f2726-p33-01" method="post" class="wpcf7-form sent" aria-label="Formularz kontaktowy" novalidate="novalidate" data-
status="sent">

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, csrf, _csrfSecret, __ csrf_magic, CSRF, _token, _csrf_token, data] Token][key]] was found in the following HTML form: [Form 6: "_wpcf7"
" wpcf7_container_post" " wpcf7_locale" " wpcf7_posted_data_hash"" wpcf7_unit_tag" " wpcf7_version" "checkbox-145[]" "your-email" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-icon container search-full-width-form"
method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, _RequestVerificationToken, csrfimiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsirf,
csrf_token, csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data] Token][key]] was found in the following HTML form: [Form 1: "et_b-header-search-
input-15" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-icon container search-full-width-form"
method="get">

No known Anti-CSRF token [anticstf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data] Token][key]] was found in the following HTML form: [Form 1: "et_b-header-search-
input-18" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-icon container search-full-width-form"
method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, _csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 1: "et_b-header-search-
input-24" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-icon container search-full-width-form"
method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, _csrf, _csrfSecret, __ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 1: "et_b-header-search-
input-33" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST
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<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-icon container search-full-width-form"
method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 1: "et_b-header-search-
input-60" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-icon container search-full-width-form"
method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, _csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 1: "et_b-header-search-
input-89" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-icon container search-full-width-form"
method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, _csrf, _csrfSecret, __ csrf_magic, CSRF, _token, _csrf_token, data] Token][key]] was found in the following HTML form: [Form 1: "et_b-header-search-
input-96" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, _csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 2: "et_b-header-search-
input-11" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input * method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, csrf, _csrfSecret, __ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 2: "et_b-header-search-
input-15" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">
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No known Anti-CSRF token [anticstf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data] Token][key]] was found in the following HTML form: [Form 2: "et_b-header-search-
input-38" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, csrf, _csrfSecret, __ csrf_magic, CSRF, _token, _csrf_token, data] Token][key]] was found in the following HTML form: [Form 2: "et_b-header-search-
input-43" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, _csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 2: "et_b-header-search-
input-57" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, _csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data] Token][key]] was found in the following HTML form: [Form 2: "et_b-header-search-
input-75" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, _RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, _csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 2: "et_b-header-search-
input-8" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input * method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, csrf, _csrfSecret, __ csrf_magic, CSRF, _token, _csrf_token, data] Token][key]] was found in the following HTML form: [Form 3: "et_b-header-search-
input-14" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST
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<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 3: "et_b-header-search-
input-3" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, _csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 3: "et_b-header-search-
input-35" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, _csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 3: "et_b-header-search-
input-70" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfimiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsirf,
csrf_token, csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data] Token][key]] was found in the following HTML form: [Form 3: "et_b-header-search-
input-81" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 3: "et_b-header-search-
input-86" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form action="https://drlovesexshop.com/" role="search" data-min="4" data-per-page="100" class="ajax-search-form input-input " method="get">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, _csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 3: "et_b-header-search-
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input-97" "et_search" "post_type" ].

https://drlovesexshop.com/moje-onto/

POST

<form class="woocommerce-form woocommerce-form-login login" method="post" >

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfimiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsirf,
csrf_token, _csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data[ Token][key]] was found in the following HTML form: [Form 4: " wp_http_referer"
"password" "rememberme" "username" "woocommerce-login-nonce" ].

https://drlovesexshop.com/moje-onto/

POST

<form method="post" class="woocommerce-form woocommerce-form-register register" >

No known Anti-CSRF token [anticsrf, CSRFToken, _ RequestVerificationToken, csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf,
csrf_token, _csrf, _csrfSecret, _ csrf_magic, CSRF, _token, _csrf_token, data] Token][key]] was found in the following HTML form: [Form 5: " _wp_http_referer"
"reg_email" "woocommerce-register-nonce" ].
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Phase: Architecture and Design

Use a vetted library or framework that does not allow this weakness to occur or provides constructs that make this weakness easier to avoid.

For example, use anti-CSRF packages such as the OWASP CSRFGuard.

Phase: Implementation

Ensure that your application is free of cross-site scripting issues, because most CSRF defenses can be bypassed using attacker-controlled script.
Phase: Architecture and Design

Generate a unique nonce for each form, place the nonce into the form, and verify the nonce upon receipt of the form. Be sure that the nonce is not predictable
(CWE-330).

Note that this can be bypassed using XSS.

Identify especially dangerous operations. When the user performs a dangerous operation, send a separate confirmation request to ensure that the user intended
to perform that operation.

Note that this can be bypassed using XSS.

Use the ESAPI Session Management control.

This control includes a component for CSRF.

Do not use the GET method for any request that triggers a state change.
Phase: Implementation

Check the HTTP Referer header to see if the request originated from an expected page. This could break legitimate functionality, because users or proxies may
have disabled sending the Referer for privacy reasons.

https://cheatsheetseries.owasp.org/cheatsheets/Cross-Site Request _Forgery_Prevention_Cheat_Sheet.html
https://cwe.mitre.org/data/definitions/352.html

352
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Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain types of attacks, including Cross Site Scripting (XSS) and
data injection attacks. These attacks are used for everything from data theft to site defacement or distribution of malware. CSP provides a set of standard HTTP
headers that allow website owners to declare approved sources of content that browsers should be allowed to load on that page — covered types are JavaScript,
CSS, HTML frames, fonts, images and embeddable objects such as Java applets, ActiveX, audio and video files.

https://drlovesexshop.com/

GET

GET https://drlovesexshop.com/ HTTP/1.1

host: drlovesexshop.com

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/5
37.36

pragma: no-cache

cache-control: no-cache

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html; charset=UTF-8

link: <https://drlovesexshop.com/wp-json/>; rel="https://api.w.org/"

link: <https://drlovesexshop.com/wp-json/wp/v2/pages/15153>; rel="alternate"; title="JSON"; type="application/json"
link: <https://drlovesexshop.com/>; rel=shortlink

date: Mon, 03 Feb 2025 19:20:09 GMT

server: LiteSpeed

vary: User-Agent

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q
043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

content-length: 491844

<IDOCTYPE html>
<html lang="pl-PL" xmlns="http://www.w3.0rg/1999/xhtml" prefix="og: http://ogp.me/ns# fb: http://www.facebook.com/200
8/fbml" >
<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=0"/>
<style id="jetpack-boost-critical-css">@media all{body:after{content:url(https://drlovesexshop.com/wp-content/
plugins/instagram-feed/img/sbi-sprite.png);display:none}.screen-reader-text{position:absolute;top...(truncated)

https://drlovesexshop.com/5-najpopularniejszych-fantazji-kobiet/

GET

https://drlovesexshop.com/5-najpopularniejszych-fantazji-mezczyzn/

GET
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https://drlovesexshop.com/?add-to-cart=11248

GET

https://drlovesexshop.com/?add-to-cart=13719
GET

https://drlovesexshop.com/?add-to-cart=14988

GET

https://drlovesexshop.com/?add-to-cart=14998

GET

https://drlovesexshop.com/?add-to-cart=15274

GET

https://drlovesexshop.com/?add-to-cart=15286

GET
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URL https://drlovesexshop.com/?et_search=true&post_type=product&product_cat=0&s=ZAP
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URL https://drlovesexshop.com/?et_search=true&post_type=product&product_cat=bestsellery&s=ZAP

Method GET
Parameter

Attack

Evidence

Other Info

URL https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP.
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https://drlovesexshop.com/category/wiedza/

GET

https://drlovesexshop.com/kontakt/

GET

https://drlovesexshop.com/moje-onto/

GET

https://drlovesexshop.com/moje-onto/lost-password/

GET

https://drlovesexshop.com/platnosc-i-zwroty/

GET

https://drlovesexshop.com/polityka-prywatnosci/

GET

https://drlovesexshop.com/product-category/bestsellery/

GET
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URL https://drlovesexshop.com/product-category/dla-niego/
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https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-
chlodzacym-smakiem-miety/
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URL https://drlovesexshop.com/produkt/intt-clit-me-high-plynny-wibrator-z-efektem-wibracji-i-ciepla-15ml/
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URL https://drlovesexshop.com/produkt/intt-excitation-zel-wzmacniajacy-orgazm-dla-kobiet-15ml/
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URL https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml-2/
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URL https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml/
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URL https://drlovesexshop.com/produkt/intt-inflate-xxl-zel-powiekszajacy-penisa/
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URL https://drlovesexshop.com/produkt/intt-lasts-15-ml-zel-opozniajacy-wytrysk/
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URL https://drlovesexshop.com/produkt/intt-like-a-virgin-zel-zwezajacydla-kobiet-15ml/
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URL https://drlovesexshop.com/produkt/intt-lubrykant-cannabis-100-ml/
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URL https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml-kopia/
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URL https://drlovesexshop.com/produkt/intt-passion-fruit-zel-do-masazu-z-rozgrzewajacym-efektem-i-smakiem-marakui-30ml/
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URL https://drlovesexshop.com/produkt/intt-strawberry-vibration-plynny-wibrator-15-ml/
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URL https://drlovesexshop.com/produkt/krolowa-motyli-3w1/
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URL https://drlovesexshop.com/produkt/penguin-pleasure-2-0/
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URL https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/
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URL https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-pro-3-w-1/
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URL https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-ultra-air-4-w-1/
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URL https://drlovesexshop.com/produkt/wibrator-masazer-wand-mikrofon-3-w-1/
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URL https://drlovesexshop.com/sex-shop-bialystok/
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URL https://drlovesexshop.com/sex-shop-bielsko-biala/
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URL https://drlovesexshop.com/sex-shop-bydgoszcz/
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URL https://drlovesexshop.com/sex-shop-chorzow/
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URL https://drlovesexshop.com/sex-shop-czestochowa/
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URL https://drlovesexshop.com/sex-shop-dabrowa-gornicza/
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URL https://drlovesexshop.com/sex-shop-gdansk/

Method GET
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URL https://drlovesexshop.com/sex-shop-gdynia/
Method GET
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URL https://drlovesexshop.com/sex-shop-gliwice/
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URL https://drlovesexshop.com/sex-shop-gorzow-wielkopolski/
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URL https://drlovesexshop.com/sex-shop-katowice/

Method GET

Parameter
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URL https://drlovesexshop.com/sex-shop-koszalin/
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URL https://drlovesexshop.com/sex-shop-krakow/
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URL https://drlovesexshop.com/sex-shop-lodz/
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URL https://drlovesexshop.com/sex-shop-lublin/
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URL https://drlovesexshop.com/sex-shop-olsztyn/
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URL https://drlovesexshop.com/sex-shop-opole/

HostedScan


https://drlovesexshop.com/sex-shop-kielce/
https://drlovesexshop.com/sex-shop-koszalin/
https://drlovesexshop.com/sex-shop-krakow/
https://drlovesexshop.com/sex-shop-lodz/
https://drlovesexshop.com/sex-shop-lublin/
https://drlovesexshop.com/sex-shop-olsztyn/
https://drlovesexshop.com/sex-shop-opole/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack

Evidence

GET

https://drlovesexshop.com/sex-shop-plock/

GET

https://drlovesexshop.com/sex-shop-poznan/

GET

https://drlovesexshop.com/sex-shop-radom/

GET

https://drlovesexshop.com/sex-shop-ruda-slaska/

GET

https://drlovesexshop.com/sex-shop-rybnik/

GET

https://drlovesexshop.com/sex-shop-rzeszow/

GET

HostedScan


https://drlovesexshop.com/sex-shop-plock/
https://drlovesexshop.com/sex-shop-poznan/
https://drlovesexshop.com/sex-shop-radom/
https://drlovesexshop.com/sex-shop-ruda-slaska/
https://drlovesexshop.com/sex-shop-rybnik/
https://drlovesexshop.com/sex-shop-rzeszow/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method

Parameter

https://drlovesexshop.com/sex-shop-sosnowiec/

GET

https://drlovesexshop.com/sex-shop-szczecin/

GET

https://drlovesexshop.com/sex-shop-tarnow/

GET

https://drlovesexshop.com/sex-shop-torun/

GET

https://drlovesexshop.com/sex-shop-tychy/

GET

https://drlovesexshop.com/sex-shop-walbrzych/

GET

https://drlovesexshop.com/sex-shop-warszawa/

GET

HostedScan


https://drlovesexshop.com/sex-shop-sosnowiec/
https://drlovesexshop.com/sex-shop-szczecin/
https://drlovesexshop.com/sex-shop-tarnow/
https://drlovesexshop.com/sex-shop-torun/
https://drlovesexshop.com/sex-shop-tychy/
https://drlovesexshop.com/sex-shop-walbrzych/
https://drlovesexshop.com/sex-shop-warszawa/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL

https://drlovesexshop.com/sex-shop-woclawek/

GET

https://drlovesexshop.com/sex-shop-wroclaw/

GET

https://drlovesexshop.com/sex-shop-zabrze/

GET

https://drlovesexshop.com/sex-shop-zielona-gora/

GET

https://drlovesexshop.com/sklep/

GET

https://drlovesexshop.com/sklep/?add-to-cart=16009
GET

https://drlovesexshop.com/sklep/?add-to-cart=16027

HostedScan


https://drlovesexshop.com/sex-shop-woclawek/
https://drlovesexshop.com/sex-shop-wroclaw/
https://drlovesexshop.com/sex-shop-zabrze/
https://drlovesexshop.com/sex-shop-zielona-gora/
https://drlovesexshop.com/sklep/
https://drlovesexshop.com/sklep/?add-to-cart=16009
https://drlovesexshop.com/sklep/?add-to-cart=16027
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack

Evidence

GET

https://drlovesexshop.com/sklep/?add-to-cart=16041

GET

https://drlovesexshop.com/sklep/?add-to-cart=16050
GET

https://drlovesexshop.com/sklep/?add-to-cart=16060
GET

https://drlovesexshop.com/sklep/?add-to-cart=16067

GET

https://drlovesexshop.com/sklep/?add-to-cart=16076

GET

https://drlovesexshop.com/sklep/?add-to-cart=16088
GET

HostedScan


https://drlovesexshop.com/sklep/?add-to-cart=16041
https://drlovesexshop.com/sklep/?add-to-cart=16050
https://drlovesexshop.com/sklep/?add-to-cart=16060
https://drlovesexshop.com/sklep/?add-to-cart=16067
https://drlovesexshop.com/sklep/?add-to-cart=16076
https://drlovesexshop.com/sklep/?add-to-cart=16088
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method

Parameter

https://drlovesexshop.com/sklep/?add-to-cart=16109

GET

https://drlovesexshop.com/sklep/?view_mode=grid

GET

https://drlovesexshop.com/sklep/?view _mode=list

GET

https://drlovesexshop.com/wp-admin/admin-ajax.php

GET

https://drlovesexshop.com/wp-content/uploads/2022/08/baner-platnosci.png

GET

https://drlovesexshop.com/wp-content/uploads/wc-logs/

GET

https://drlovesexshop.com/wp-content/uploads/woocommerce_transient_files/

GET

HostedScan


https://drlovesexshop.com/sklep/?add-to-cart=16109
https://drlovesexshop.com/sklep/?view_mode=grid
https://drlovesexshop.com/sklep/?view_mode=list
https://drlovesexshop.com/wp-admin/admin-ajax.php
https://drlovesexshop.com/wp-content/uploads/2022/08/baner-platnosci.png
https://drlovesexshop.com/wp-content/uploads/wc-logs/
https://drlovesexshop.com/wp-content/uploads/woocommerce_transient_files/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack
Evidence
Other Info
URL https://drlovesexshop.com/wp-content/uploads/woocommerce_uploads/

Method GET

Parameter
Attack
Evidence
Other Info

URL https://drlovesexshop.com/wp-login.php?reauth=1&redirect_to=https%3A%2F%2Fdrlovesexshop.com%2Fwp-admin%2F

Method GET
Parameter

Attack

Evidence

Other Info

URL https://drlovesexshop.com/moje-onto/

Method POST
Parameter
Attack
Evidence
Other Info
Instances 99
Solution Ensure that your web server, application server, load balancer, etc. is configured to set the Content-Security-Policy header.

https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://cheatsheetseries.owasp.org/cheatsheets/Content_Security Policy _Cheat_Sheet.html
https://www.w3.0org/TR/CSP/

Reference https://w3c.github.io/webappsec-csp/
https://web.dev/articles/csp
https://caniuse.com/#feat=contentsecuritypolicy.
https://content-security-policy.com/

CWE Id 693
WASC Id 15
Plugin Id 10038

The response does not protect against 'ClickJacking' attacks. It should include either Content-Security-Policy with 'frame-ancestors' directive or X-Frame-

Description Options.
URL https://drlovesexshop.com/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info

HostedScan


https://drlovesexshop.com/wp-content/uploads/woocommerce_uploads/
https://drlovesexshop.com/wp-login.php?reauth=1&redirect_to=https%3A%2F%2Fdrlovesexshop.com%2Fwp-admin%2F
https://drlovesexshop.com/moje-onto/
https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html
https://www.w3.org/TR/CSP/
https://w3c.github.io/webappsec-csp/
https://web.dev/articles/csp
https://caniuse.com/#feat=contentsecuritypolicy
https://content-security-policy.com/
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10038/
https://drlovesexshop.com/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Request Header

Request Body

Response Header

Response Body (truncated)

URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL

GET https://drlovesexshop.com/ HTTP/1.1

host: drlovesexshop.com

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/5
37.36

pragma: no-cache

cache-control: no-cache

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html; charset=UTF-8

link: <https://drlovesexshop.com/wp-json/>; rel="https://api.w.org/"

link: <https://drlovesexshop.com/wp-json/wp/v2/pages/15153>; rel="alternate"; title="JSON"; type="application/json"
link: <https://drlovesexshop.com/>; rel=shortlink

date: Mon, 03 Feb 2025 19:20:09 GMT

server: LiteSpeed

vary: User-Agent

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q
043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

content-length: 491844

<IDOCTYPE html>
<html lang="pl-PL" xmlns="http://www.w3.0rg/1999/xhtml" prefix="og: http://ogp.me/ns# fb: http://www.facebook.com/200
8/fbml" >
<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=0"/>
<style id="jetpack-boost-critical-css">@media all{body:after{content:url(https://drlovesexshop.com/wp-content/
plugins/instagram-feed/img/sbi-sprite.png);display:none}.screen-reader-text{position:absolute;top...(truncated)

https://drlovesexshop.com/5-najpopularniejszych-fantazji-kobiet/

GET

x-frame-options

https://drlovesexshop.com/5-najpopularniejszych-fantazji-mezczyzn/

GET

x-frame-options

https://drlovesexshop.com/?add-to-cart=11248
GET

x-frame-options

https://drlovesexshop.com/?add-to-cart=13719

HostedScan


https://drlovesexshop.com/5-najpopularniejszych-fantazji-kobiet/
https://drlovesexshop.com/5-najpopularniejszych-fantazji-mezczyzn/
https://drlovesexshop.com/?add-to-cart=11248
https://drlovesexshop.com/?add-to-cart=13719
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack

Evidence

GET

x-frame-options

https://drlovesexshop.com/?add-to-cart=14988

GET

x-frame-options

https://drlovesexshop.com/?add-to-cart=14998
GET

x-frame-options

https://drlovesexshop.com/?add-to-cart=15274
GET

x-frame-options

https://drlovesexshop.com/?add-to-cart=15286

GET

x-frame-options

https://drlovesexshop.com/?add-to-cart=15775

GET

x-frame-options

https://drlovesexshop.com/?add-to-cart=15812
GET

x-frame-options

HostedScan


https://drlovesexshop.com/?add-to-cart=14988
https://drlovesexshop.com/?add-to-cart=14998
https://drlovesexshop.com/?add-to-cart=15274
https://drlovesexshop.com/?add-to-cart=15286
https://drlovesexshop.com/?add-to-cart=15775
https://drlovesexshop.com/?add-to-cart=15812
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info

URL https://drlovesexshop.com/?et_search=true&post_type=product&product_cat=0&s=ZAP
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/?et_search=true&post_type=product&product cat=bestsellery&s=7AP
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/?s=ZAP
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/cart/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/category/wiedza/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/kontakt/
Method GET
Parameter x-frame-options

HostedScan


https://drlovesexshop.com/?et_search=true&post_type=product&product_cat=0&s=ZAP
https://drlovesexshop.com/?et_search=true&post_type=product&product_cat=bestsellery&s=ZAP
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP
https://drlovesexshop.com/?s=ZAP
https://drlovesexshop.com/cart/
https://drlovesexshop.com/category/wiedza/
https://drlovesexshop.com/kontakt/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack
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Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
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Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence

Other Info

https://drlovesexshop.com/platnosc-i-zwroty/

GET

x-frame-options

https://drlovesexshop.com/polityka-prywatnosci/

GET

x-frame-options

https://drlovesexshop.com/product-category/bestsellery/

GET

x-frame-options

https://drlovesexshop.com/product-category/dla-niego/

GET

x-frame-options

https://drlovesexshop.com/product-category/dla-niej/

GET

x-frame-options

https://drlovesexshop.com/product-category/drogeria/

GET

x-frame-options

HostedScan


https://drlovesexshop.com/platnosc-i-zwroty/
https://drlovesexshop.com/polityka-prywatnosci/
https://drlovesexshop.com/product-category/bestsellery/
https://drlovesexshop.com/product-category/dla-niego/
https://drlovesexshop.com/product-category/dla-niej/
https://drlovesexshop.com/product-category/drogeria/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-

Bl chlodzacym-smakiem-miety/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-brazilian-panty-zel-truskawkowy/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-clit-me-high-plynny-wibrator-z-efektem-wibracji-i-ciepla-15ml/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-excitation-zel-wzmacniajacy-orgazm-dla-kobiet-15ml/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-frost-zel-do-masazu-chlodzacy-30ml/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml-2/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml/
Method GET
Parameter x-frame-options

HostedScan


https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-miety/
https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-miety/
https://drlovesexshop.com/produkt/intt-brazilian-panty-zel-truskawkowy/
https://drlovesexshop.com/produkt/intt-clit-me-high-plynny-wibrator-z-efektem-wibracji-i-ciepla-15ml/
https://drlovesexshop.com/produkt/intt-excitation-zel-wzmacniajacy-orgazm-dla-kobiet-15ml/
https://drlovesexshop.com/produkt/intt-frost-zel-do-masazu-chlodzacy-30ml/
https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml-2/
https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack
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Other Info
URL
Method
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Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL

https://drlovesexshop.com/produkt/intt-inflate-xxl-zel-powiekszajacy-penisa/

GET

x-frame-options

https://drlovesexshop.com/produkt/intt-lasts-15-ml-zel-opozniajacy-wytrysk/

GET

x-frame-options

https://drlovesexshop.com/produkt/intt-like-a-virgin-zel-zwezajacydla-kobiet-15ml/

GET

x-frame-options

https://drlovesexshop.com/produkt/intt-lubrykant-cannabis-100-ml/

GET

x-frame-options

https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml-kopia/
GET

x-frame-options

https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-2/

GET

x-frame-options

https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-kopia/

HostedScan


https://drlovesexshop.com/produkt/intt-inflate-xxl-zel-powiekszajacy-penisa/
https://drlovesexshop.com/produkt/intt-lasts-15-ml-zel-opozniajacy-wytrysk/
https://drlovesexshop.com/produkt/intt-like-a-virgin-zel-zwezajacydla-kobiet-15ml/
https://drlovesexshop.com/produkt/intt-lubrykant-cannabis-100-ml/
https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml-kopia/
https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-2/
https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-kopia/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Method GET

Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-passion-fruit-zel-do-masazu-z-rozgrzewajacym-efektem-i-smakiem-marakui-30ml/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-rozswietlacz-sexy-glow-body/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-strawberry-vibration-plynny-wibrator-15-ml/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/krolowa-motyli-3w1/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/masturbator-spacexxx/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/penguin-pleasure-2-0/
Method GET
Parameter x-frame-options
Attack
Evidence

HostedScan


https://drlovesexshop.com/produkt/intt-passion-fruit-zel-do-masazu-z-rozgrzewajacym-efektem-i-smakiem-marakui-30ml/
https://drlovesexshop.com/produkt/intt-rozswietlacz-sexy-glow-body/
https://drlovesexshop.com/produkt/intt-strawberry-vibration-plynny-wibrator-15-ml/
https://drlovesexshop.com/produkt/krolowa-motyli-3w1/
https://drlovesexshop.com/produkt/masturbator-spacexxx/
https://drlovesexshop.com/produkt/penguin-pleasure-2-0/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info

URL https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-pro-3-w-1/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-ultra-air-4-w-1/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/wibrator-masazer-wand-mikrofon-3-w-1/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/sex-shop-bialystok/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/sex-shop-bielsko-biala/
Method GET
Parameter x-frame-options
Attack
Evidence
Other Info
URL https://drlovesexshop.com/sex-shop-bydgoszcz/
Method GET
Parameter x-frame-options

HostedScan


https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/
https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-pro-3-w-1/
https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-ultra-air-4-w-1/
https://drlovesexshop.com/produkt/wibrator-masazer-wand-mikrofon-3-w-1/
https://drlovesexshop.com/sex-shop-bialystok/
https://drlovesexshop.com/sex-shop-bielsko-biala/
https://drlovesexshop.com/sex-shop-bydgoszcz/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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https://drlovesexshop.com/sex-shop-bytom/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-chorzow/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-czestochowa/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-dabrowa-gornicza/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-gdansk/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-gdynia/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-gliwice/
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https://drlovesexshop.com/sex-shop-gdynia/
https://drlovesexshop.com/sex-shop-gliwice/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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GET

x-frame-options

https://drlovesexshop.com/sex-shop-gorzow-wielkopolski/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-katowice/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-kielce/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-koszalin/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-krakow/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-lodz/

GET

x-frame-options
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https://drlovesexshop.com/sex-shop-koszalin/
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https://drlovesexshop.com/sex-shop-lodz/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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https://drlovesexshop.com/sex-shop-lublin/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-olsztyn/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-opole/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-plock/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-poznan/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-radom/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-ruda-slaska/

GET

x-frame-options
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https://drlovesexshop.com/sex-shop-opole/
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https://drlovesexshop.com/sex-shop-poznan/
https://drlovesexshop.com/sex-shop-radom/
https://drlovesexshop.com/sex-shop-ruda-slaska/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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https://drlovesexshop.com/sex-shop-rybnik/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-rzeszow/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-sosnowiec/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-szczecin/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-tarnow/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-torun/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-tychy/
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https://drlovesexshop.com/sex-shop-tychy/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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GET

x-frame-options

https://drlovesexshop.com/sex-shop-walbrzych/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-warszawa/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-wroclaw/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-zabrze/

GET

x-frame-options

https://drlovesexshop.com/sex-shop-zielona-gora/

GET

x-frame-options

https://drlovesexshop.com/sklep/

GET

x-frame-options
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https://drlovesexshop.com/sex-shop-zielona-gora/
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https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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https://drlovesexshop.com/sklep/?add-to-cart=11248
GET

x-frame-options

https://drlovesexshop.com/sklep/?add-to-cart=13706

GET

x-frame-options

https://drlovesexshop.com/sklep/?add-to-cart=13719

GET

x-frame-options

https://drlovesexshop.com/sklep/?add-to-cart=15961
GET

x-frame-options

https://drlovesexshop.com/sklep/?add-to-cart=15994
GET

x-frame-options

https://drlovesexshop.com/sklep/?add-to-cart=16002

GET

x-frame-options

https://drlovesexshop.com/sklep/?add-to-cart=16009

GET

x-frame-options
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https://drlovesexshop.com/sklep/?add-to-cart=16002
https://drlovesexshop.com/sklep/?add-to-cart=16009
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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https://drlovesexshop.com/sklep/?add-to-cart=16027
GET

x-frame-options

https://drlovesexshop.com/sklep/?add-to-cart=16041
GET

x-frame-options

https://drlovesexshop.com/sklep/?add-to-cart=16050

GET

x-frame-options

https://drlovesexshop.com/sklep/?add-to-cart=16060

GET

x-frame-options

https://drlovesexshop.com/sklep/?add-to-cart=16067
GET

x-frame-options

https://drlovesexshop.com/sklep/?add-to-cart=16076
GET

x-frame-options

https://drlovesexshop.com/sklep/?add-to-cart=16088
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https://drlovesexshop.com/sklep/?add-to-cart=16088
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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Instances

Solution

Reference
CWE Id
WASC Id
Plugin Id

Low

Description

GET

x-frame-options

https://drlovesexshop.com/sklep/?add-to-cart=16109

GET

x-frame-options

https://drlovesexshop.com/sklep/?view_mode=grid

GET

x-frame-options

https://drlovesexshop.com/sklep/?view_mode=list

GET

x-frame-options

https://drlovesexshop.com/sklep/page/3/

GET

x-frame-options

102

Modern Web browsers support the Content-Security-Policy and X-Frame-Options HTTP headers. Ensure one of them is set on all web pages returned by your
site/app.

If you expect the page to be framed only by pages on your server (e.g. it's part of a FRAMESET) then you'll want to use SAMEORIGIN, otherwise if you never
expect the page to be framed, you should use DENY. Alternatively consider implementing Content Security Policy's "frame-ancestors" directive.
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

1021

15

10020

Cookie No HttpOnly Flag

A cookie has been set without the HttpOnly flag, which means that the cookie can be accessed by JavaScript. If a malicious script can be run on this page then
the cookie will be accessible and can be transmitted to another site. If this is a session cookie then session hijacking may be possible.

HostedScan


https://drlovesexshop.com/sklep/?add-to-cart=16109
https://drlovesexshop.com/sklep/?view_mode=grid
https://drlovesexshop.com/sklep/?view_mode=list
https://drlovesexshop.com/sklep/page/3/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://cwe.mitre.org/data/definitions/1021.html
https://www.zaproxy.org/docs/alerts/10020/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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Request Header

Request Body

Response Header

Response Body (truncated)

URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method

https://drlovesexshop.com/?add-to-cart=11248
GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

GET https://drlovesexshop.com/?add-to-cart=11248 HTTP/1.1

host: drlovesexshop.com

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/5
37.36

pragma: no-cache

cache-control: no-cache

referer: https://drlovesexshop.com/

Cookie: woocommerce recently viewed=15357; woocommerce items in cart=1; woocommerce cart hash=94722576820ce4065011d7c0
d7f9f409; wp woocommerce session 10d919786538b65731a39cc09bb56209=t 82db4e68ccf94e9ee97f5093d9caf3%7(%7C1738783222%7C%
7C1738779622%7C%7C827elflaeafta633e3937e48697537203

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

content-type: text/html; charset=UTF-8

set-cookie: woocommerce_cart_hash=0c3c6b74c0cc0543117e8307ea93ea73; path=/; secure

link: <https://drlovesexshop.com/wp-json/>; rel="https://api.w.org/"

link: <https://drlovesexshop.com/wp-json/wp/v2/pages/15153>; rel="alternate"; title="JSON"; type="application/json"
link: <https://drlovesexshop.com/>; rel=shortlink

date: Mon, 03 Feb 2025 19:20:45 GMT

server: LiteSpeed

vary: User-Agent

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q
043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

content-length: 491233

<IDOCTYPE html>
<html lang="pl-PL" xmlns="http://www.w3.0rg/1999/xhtml" prefix="og: http://ogp.me/ns# fb: http://www.facebook.com/200
8/fbml" >
<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=0"/>
<style id="jetpack-boost-critical-css">@media all{body:after{content:url(https://drlovesexshop.com/wp-content/
plugins/instagram-feed/img/sbi-sprite.png);display:none}.screen-reader-text{position:absolute;top...(truncated)

https://drlovesexshop.com/?add-to-cart=13719
GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/?add-to-cart=14988
GET

HostedScan
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https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence

Other Info

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/?add-to-cart=14998

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/?add-to-cart=15274
GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/?add-to-cart=15274
GET

woocommerce_items_in_cart

set-cookie: woocommerce_items_in_cart

https://drlovesexshop.com/?add-to-cart=15286

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/?add-to-cart=15286

GET

woocommerce_items_in_cart

set-cookie: woocommerce_items_in_cart

https://drlovesexshop.com/?add-to-cart=15775
GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

HostedScan


https://drlovesexshop.com/?add-to-cart=14998
https://drlovesexshop.com/?add-to-cart=15274
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https://drlovesexshop.com/?add-to-cart=15775
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

URL https://drlovesexshop.com/?add-to-cart=15775

Method GET
Parameter woocommerce_items_in_cart
Attack
Evidence set-cookie: woocommerce_items_in_cart
Other Info
URL https://drlovesexshop.com/?add-to-cart=15812
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/?add-to-cart=15812
Method GET
Parameter woocommerce_items_in_cart
Attack
Evidence set-cookie: woocommerce_items_in_cart
Other Info
URL https://drlovesexshop.com/product-category/dla-niego/akcesoria-analne/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/product-category/dla-niego/masturbatory/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/product-category/dla-niego/pierscienie-i-nakladki/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/product-category/dla-niej/jajeczka-i-kulki-gejszy-kegla/
Method GET
Parameter woocommerce_cart_hash
Attack
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https://drlovesexshop.com/product-category/dla-niego/masturbatory/
https://drlovesexshop.com/product-category/dla-niego/pierscienie-i-nakladki/
https://drlovesexshop.com/product-category/dla-niej/jajeczka-i-kulki-gejszy-kegla/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/product-category/dla-niej/stymulatory-sutkow/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/product-category/dla-niej/wibratory-wielofunkcyjne/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/product-category/dla-par/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/product-category/dla-par/wibratory-do-wspolnej-zabawy/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/product-category/drogeria/kosmetyki-dla-niego/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/product-category/drogeria/kosmetyki-dla-niej/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/product-category/drogeria/kosmetyki-dla-par/

GET
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Parameter woocommerce_cart_hash

Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/product-category/drogeria/lubrykanty/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/product-category/drogeria/olejki-do-masazu/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/product-tag/dla-niego/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/product-tag/dla-niej/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/product-tag/masturbator/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/product-tag/silikon/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
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https://drlovesexshop.com/product-category/drogeria/lubrykanty/
https://drlovesexshop.com/product-category/drogeria/olejki-do-masazu/
https://drlovesexshop.com/product-tag/dla-niego/
https://drlovesexshop.com/product-tag/dla-niej/
https://drlovesexshop.com/product-tag/masturbator/
https://drlovesexshop.com/product-tag/silikon/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

URL https://drlovesexshop.com/product-tag/wibrator/

Method GET

Parameter woocommerce_cart_hash

Attack

Evidence set-cookie: woocommerce_cart_hash
Other Info

https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-

Ul chlodzacym-smakiem-miety/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL httDs://drlovesexshop.com/nrodukt/qreek-kiss-anal-stimulation-zel-stvmuIuj&:v-z-chIodzacvm-smakiem-mietyqreek-kiss-anal-stimuIation-zel-stvmulujg:y-_z-
chlodzacym-smakiem-miety/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-brazilian-panty-zel-truskawkowy/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/produkt/intt-brazilian-panty-zel-truskawkowy/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-clit-me-high-plynny-wibrator-z-efektem-wibracji-i-ciepla-15ml/
Method GET
Parameter woocommerce_recently _viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-excitation-zel-wzmacniajacy-orgazm-dla-kobiet-15ml/
Method GET
Parameter woocommerce_recently_viewed

HostedScan


https://drlovesexshop.com/product-tag/wibrator/
https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-miety/
https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-miety/
https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-miety/
https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-miety/
https://drlovesexshop.com/produkt/intt-brazilian-panty-zel-truskawkowy/
https://drlovesexshop.com/produkt/intt-brazilian-panty-zel-truskawkowy/
https://drlovesexshop.com/produkt/intt-clit-me-high-plynny-wibrator-z-efektem-wibracji-i-ciepla-15ml/
https://drlovesexshop.com/produkt/intt-excitation-zel-wzmacniajacy-orgazm-dla-kobiet-15ml/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack

Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-frost-zel-do-masazu-chlodzacy-30ml/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/produkt/intt-frost-zel-do-masazu-chlodzacy-30ml/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml-2/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml-2/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-inflate-xxl-zel-powiekszajacy-penisa/

HostedScan


https://drlovesexshop.com/produkt/intt-frost-zel-do-masazu-chlodzacy-30ml/
https://drlovesexshop.com/produkt/intt-frost-zel-do-masazu-chlodzacy-30ml/
https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml-2/
https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml-2/
https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml/
https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml/
https://drlovesexshop.com/produkt/intt-inflate-xxl-zel-powiekszajacy-penisa/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Method GET

Parameter woocommerce_recently viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-lasts-15-ml-zel-opozniajacy-wytrysk/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-like-a-virgin-zel-zwezajacydla-kobiet-15ml/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-cannabis-100-ml/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml-kopia/
Method GET
Parameter woocommerce_recently viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed

HostedScan


https://drlovesexshop.com/produkt/intt-lasts-15-ml-zel-opozniajacy-wytrysk/
https://drlovesexshop.com/produkt/intt-like-a-virgin-zel-zwezajacydla-kobiet-15ml/
https://drlovesexshop.com/produkt/intt-lubrykant-cannabis-100-ml/
https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml-kopia/
https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml/
https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info

URL https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-2/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-2/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-kopia/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-kopia/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-passion-fruit-zel-do-masazu-z-rozgrzewajacym-efektem-i-smakiem-marakui-30ml/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-rozswietlacz-sexy-glow-body/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/produkt/intt-rozswietlacz-sexy-glow-body/
Method GET
Parameter woocommerce_recently_viewed

HostedScan


https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-2/
https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-2/
https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-kopia/
https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-kopia/
https://drlovesexshop.com/produkt/intt-passion-fruit-zel-do-masazu-z-rozgrzewajacym-efektem-i-smakiem-marakui-30ml/
https://drlovesexshop.com/produkt/intt-rozswietlacz-sexy-glow-body/
https://drlovesexshop.com/produkt/intt-rozswietlacz-sexy-glow-body/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack

Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-strawberry-vibration-plynny-wibrator-15-ml/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/krolowa-motyli-3w1/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/masazer-wibrator-punku-g-angel-finger/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/produkt/masazer-wibrator-punku-g-angel-finger/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/masturbator-spacexxx/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/penguin-pleasure-2-0/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/

HostedScan


https://drlovesexshop.com/produkt/intt-strawberry-vibration-plynny-wibrator-15-ml/
https://drlovesexshop.com/produkt/krolowa-motyli-3w1/
https://drlovesexshop.com/produkt/masazer-wibrator-punku-g-angel-finger/
https://drlovesexshop.com/produkt/masazer-wibrator-punku-g-angel-finger/
https://drlovesexshop.com/produkt/masturbator-spacexxx/
https://drlovesexshop.com/produkt/penguin-pleasure-2-0/
https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Method GET

Parameter woocommerce_recently viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info

URL https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-pro-3-w-1/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info

URL https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-ultra-air-4-w-1/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info

URL https://drlovesexshop.com/produkt/wibrator-masazer-wand-mikrofon-3-w-1/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info

URL https://drlovesexshop.com/sex-shop-bialystok/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info

URL https://drlovesexshop.com/sex-shop-bydgoszcz/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info

URL https://drlovesexshop.com/sex-shop-gdansk/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash

HostedScan


https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-pro-3-w-1/
https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-ultra-air-4-w-1/
https://drlovesexshop.com/produkt/wibrator-masazer-wand-mikrofon-3-w-1/
https://drlovesexshop.com/sex-shop-bialystok/
https://drlovesexshop.com/sex-shop-bydgoszcz/
https://drlovesexshop.com/sex-shop-gdansk/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method

Parameter

https://drlovesexshop.com/sex-shop-katowice/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/sex-shop-krakow/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/sex-shop-lodz/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/sex-shop-lublin/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/sex-shop-poznan/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/sex-shop-szczecin/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/sex-shop-warszawa/

GET

woocommerce_cart_hash

HostedScan


https://drlovesexshop.com/sex-shop-katowice/
https://drlovesexshop.com/sex-shop-krakow/
https://drlovesexshop.com/sex-shop-lodz/
https://drlovesexshop.com/sex-shop-lublin/
https://drlovesexshop.com/sex-shop-poznan/
https://drlovesexshop.com/sex-shop-szczecin/
https://drlovesexshop.com/sex-shop-warszawa/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack

Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sex-shop-wroclaw/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=11248
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=13706
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=13719
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=13734
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15020
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15274

HostedScan


https://drlovesexshop.com/sex-shop-wroclaw/
https://drlovesexshop.com/sklep/?add-to-cart=11248
https://drlovesexshop.com/sklep/?add-to-cart=13706
https://drlovesexshop.com/sklep/?add-to-cart=13719
https://drlovesexshop.com/sklep/?add-to-cart=13734
https://drlovesexshop.com/sklep/?add-to-cart=15020
https://drlovesexshop.com/sklep/?add-to-cart=15274
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Method GET

Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15286
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15775
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15812
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15833
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15961
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15994
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash

HostedScan


https://drlovesexshop.com/sklep/?add-to-cart=15286
https://drlovesexshop.com/sklep/?add-to-cart=15775
https://drlovesexshop.com/sklep/?add-to-cart=15812
https://drlovesexshop.com/sklep/?add-to-cart=15833
https://drlovesexshop.com/sklep/?add-to-cart=15961
https://drlovesexshop.com/sklep/?add-to-cart=15994
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info

URL https://drlovesexshop.com/sklep/?add-to-cart=16002
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16009
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16027
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16041
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16050
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16060
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16067
Method GET
Parameter woocommerce_cart_hash

HostedScan


https://drlovesexshop.com/sklep/?add-to-cart=16002
https://drlovesexshop.com/sklep/?add-to-cart=16009
https://drlovesexshop.com/sklep/?add-to-cart=16027
https://drlovesexshop.com/sklep/?add-to-cart=16041
https://drlovesexshop.com/sklep/?add-to-cart=16050
https://drlovesexshop.com/sklep/?add-to-cart=16060
https://drlovesexshop.com/sklep/?add-to-cart=16067
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack

Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16076
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16088
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16109
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/feed/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/page/3/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/wp-login.php?reauth=1&redirect_to=https%3A%2F%2Fdrlovesexshop.com%2Fwp-admin%2F
Method GET
Parameter wordpress_test_cookie
Attack
Evidence set-cookie: wordpress_test_cookie
Other Info
Instances 102

HostedScan


https://drlovesexshop.com/sklep/?add-to-cart=16076
https://drlovesexshop.com/sklep/?add-to-cart=16088
https://drlovesexshop.com/sklep/?add-to-cart=16109
https://drlovesexshop.com/sklep/feed/
https://drlovesexshop.com/sklep/page/3/
https://drlovesexshop.com/wp-login.php?reauth=1&redirect_to=https%3A%2F%2Fdrlovesexshop.com%2Fwp-admin%2F
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Solution
Reference
CWE Id
WASC Id
Plugin Id

Low

Description

URL
Method
Parameter
Attack
Evidence

Other Info

Request Header

Request Body

Response Header

Response Body (truncated)

Ensure that the HttpOnly flag is set for all cookies.
https://owasp.org/www-community/HttpOnly
1004

13

10010

Cookie without SameSite Attribute

A cookie has been set without the SameSite attribute, which means that the cookie can be sent as a result of a ‘cross-site' request. The SamesSite attribute is an
effective counter measure to cross-site request forgery, cross-site script inclusion, and timing attacks.

https://drlovesexshop.com/?add-to-cart=11248
GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

GET https://drlovesexshop.com/?add-to-cart=11248 HTTP/1.1

host: drlovesexshop.com

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/5
37.36

pragma: no-cache

cache-control: no-cache

referer: https://drlovesexshop.com/

Cookie: woocommerce recently viewed=15357; woocommerce items in cart=1; woocommerce cart hash=94722576820ce4065011d7c0
d7f9f409; wp woocommerce session 10d919786538b65731a39cc09bb56209=t 82db4e68ccf94e9ee97f5093d9caf3%7(%7C1738783222%7C%
7C1738779622%7C%7C827elflaeafab633e3937e48697537203

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

content-type: text/html; charset=UTF-8

set-cookie: woocommerce_cart_hash=0c3c6b74c0cc0543117e8307ea93ea73; path=/; secure

link: <https://drlovesexshop.com/wp-json/>; rel="https://api.w.org/"

link: <https://drlovesexshop.com/wp-json/wp/v2/pages/15153>; rel="alternate"; title="JSON"; type="application/json"
link: <https://drlovesexshop.com/>; rel=shortlink

date: Mon, 03 Feb 2025 19:20:45 GMT

server: LiteSpeed

vary: User-Agent

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q
043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

content-length: 491233

<IDOCTYPE html>
<html lang="pl-PL" xmlns="http://www.w3.0rg/1999/xhtml" prefix="og: http://ogp.me/ns# fb: http://www.facebook.com/200
8/fbml" >
<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=0"/>
<style id="jetpack-boost-critical-css">@media all{body:after{content:url(https://drlovesexshop.com/wp-content/
plugins/instagram-feed/img/sbi-sprite.png);display:none}.screen-reader-text{position:absolute;top...(truncated)
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URL https://drlovesexshop.com/?add-to-cart=13719
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URL https://drlovesexshop.com/?add-to-cart=14988
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Evidence set-cookie: woocommerce_cart_hash
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URL https://drlovesexshop.com/?add-to-cart=14998
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Evidence set-cookie: woocommerce_cart_hash
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URL https://drlovesexshop.com/?add-to-cart=15274
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URL https://drlovesexshop.com/?add-to-cart=15274
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URL https://drlovesexshop.com/?add-to-cart=15274
Method GET
Parameter wp_woocommerce_session_10d919786538b65731a39cc09bb56209
Attack
Evidence set-cookie: wp_woocommerce_session_10d919786538b65731a39cc09bb56209
Other Info
URL https://drlovesexshop.com/?add-to-cart=15286
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set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/?add-to-cart=15286
GET

woocommerce_items_in_cart

set-cookie: woocommerce_items_in_cart

https://drlovesexshop.com/?add-to-cart=15286

GET
wp_woocommerce_session_10d919786538b65731a39cc09bb56209

set-cookie: wp_woocommerce_session_10d919786538b65731a39cc09bb56209

https://drlovesexshop.com/?add-to-cart=15775
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woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/?add-to-cart=15775
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woocommerce_items_in_cart

set-cookie: woocommerce_items_in_cart

https://drlovesexshop.com/?add-to-cart=15775

GET
wp_woocommerce_session_10d919786538b65731a39¢cc09bb56209

set-cookie: wp_woocommerce_session_10d919786538b65731a39cc09bb56209

https://drlovesexshop.com/?add-to-cart=15812
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woocommerce_items_in_cart

set-cookie: woocommerce_items_in_cart

https://drlovesexshop.com/?add-to-cart=15812

GET
wp_woocommerce_session_10d919786538b65731a39¢cc09bb56209

set-cookie: wp_woocommerce_session_10d919786538b65731a39cc09bb56209

https://drlovesexshop.com/product-category/dla-niego/akcesoria-analne/
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woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/product-category/dla-niego/masturbatory/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/product-category/dla-niego/pierscienie-i-nakladki/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/product-category/dla-niej/jajeczka-i-kulki-gejszy-kegla/
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woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/product-category/dla-niej/stymulatory-sutkow/
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woocommerce_cart_hash

set-cookie: woocommerce_cart_hash
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URL https://drlovesexshop.com/product-category/dla-niej/wibratory-wielofunkcyjne/
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URL https://drlovesexshop.com/product-category/dla-par/
Method GET
Parameter woocommerce_cart_hash
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Evidence set-cookie: woocommerce_cart_hash
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URL https://drlovesexshop.com/product-category/dla-par/wibratory-do-wspolnej-zabawy/
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Parameter woocommerce_cart_hash
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Evidence set-cookie: woocommerce_cart_hash
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URL https://drlovesexshop.com/product-category/drogeria/kosmetyki-dla-niego/
Method GET
Parameter woocommerce_cart_hash
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Evidence set-cookie: woocommerce_cart_hash
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URL https://drlovesexshop.com/product-category/drogeria/kosmetyki-dla-niej/
Method GET
Parameter woocommerce_cart_hash
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Evidence set-cookie: woocommerce_cart_hash
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URL https://drlovesexshop.com/product-category/drogeria/kosmetyki-dla-par/
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Parameter woocommerce_cart_hash
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URL https://drlovesexshop.com/product-category/drogeria/lubrykanty/
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URL https://drlovesexshop.com/product-category/drogeria/olejki-do-masazu/
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URL https://drlovesexshop.com/product-tag/dla-niego/
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Evidence set-cookie: woocommerce_cart_hash
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URL https://drlovesexshop.com/product-tag/masturbator/
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URL https://drIovesexshop.co_m/produkt/qreek-kiss-anal—stimulation—zel—stvmuIuiacv-z-chIodzacvm-smakiem-mietyqreek-kiss—anal—stimuIation—zel—stvmuluiacy—_z-
chlodzacym-smakiem-miety/
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Attack
Evidence set-cookie: woocommerce_cart_hash
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URL httDs://drIovesexshOD.com/Drodukt/qreek-kiss-anal-stimulation-zel-stvmuIujg:v-z-chIodzacvm-smakiem-mietyqreek-kiss-anal-stimuIation-zel-stvmuluiacyi
chlodzacym-smakiem-miety/
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https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-miety/
https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-miety/
https://drlovesexshop.com/produkt/intt-brazilian-panty-zel-truskawkowy/
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https://drlovesexshop.com/produkt/intt-frost-zel-do-masazu-chlodzacy-30ml/
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URL https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml/
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Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
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https://drlovesexshop.com/produkt/intt-lubrykant-cannabis-100-ml/
https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml-kopia/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack

Evidence set-cookie: woocommerce_recently viewed
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence set-cookie: woocommerce_recently viewed
Other Info
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Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-kopia/
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URL https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-kopia/
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https://drlovesexshop.com/sex-shop-lublin/
https://drlovesexshop.com/sex-shop-poznan/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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Evidence

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/sex-shop-szczecin/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/sex-shop-warszawa/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/sex-shop-wroclaw/

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/sklep/?add-to-cart=11248
GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/sklep/?add-to-cart=13706
GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

https://drlovesexshop.com/sklep/?add-to-cart=13719

GET

woocommerce_cart_hash

set-cookie: woocommerce_cart_hash

HostedScan


https://drlovesexshop.com/sex-shop-szczecin/
https://drlovesexshop.com/sex-shop-warszawa/
https://drlovesexshop.com/sex-shop-wroclaw/
https://drlovesexshop.com/sklep/?add-to-cart=11248
https://drlovesexshop.com/sklep/?add-to-cart=13706
https://drlovesexshop.com/sklep/?add-to-cart=13719
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info

URL https://drlovesexshop.com/sklep/?add-to-cart=13734
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15020
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15274
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15286
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15775
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15812
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15833
Method GET
Parameter woocommerce_cart_hash

HostedScan


https://drlovesexshop.com/sklep/?add-to-cart=13734
https://drlovesexshop.com/sklep/?add-to-cart=15020
https://drlovesexshop.com/sklep/?add-to-cart=15274
https://drlovesexshop.com/sklep/?add-to-cart=15286
https://drlovesexshop.com/sklep/?add-to-cart=15775
https://drlovesexshop.com/sklep/?add-to-cart=15812
https://drlovesexshop.com/sklep/?add-to-cart=15833
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack

Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15961
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=15994
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16002
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16009
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16027
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16041
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16050

HostedScan


https://drlovesexshop.com/sklep/?add-to-cart=15961
https://drlovesexshop.com/sklep/?add-to-cart=15994
https://drlovesexshop.com/sklep/?add-to-cart=16002
https://drlovesexshop.com/sklep/?add-to-cart=16009
https://drlovesexshop.com/sklep/?add-to-cart=16027
https://drlovesexshop.com/sklep/?add-to-cart=16041
https://drlovesexshop.com/sklep/?add-to-cart=16050
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Method GET

Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16060
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16067
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16076
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16088
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16109
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash
Other Info
URL https://drlovesexshop.com/sklep/page/3/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence set-cookie: woocommerce_cart_hash

HostedScan


https://drlovesexshop.com/sklep/?add-to-cart=16060
https://drlovesexshop.com/sklep/?add-to-cart=16067
https://drlovesexshop.com/sklep/?add-to-cart=16076
https://drlovesexshop.com/sklep/?add-to-cart=16088
https://drlovesexshop.com/sklep/?add-to-cart=16109
https://drlovesexshop.com/sklep/page/3/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info

URL https://drlovesexshop.com/wp-login.php?reauth=1&redirect_to=https%3A%2F%2Fdrlovesexshop.com%2Fwp-admin%2F

Method GET
Parameter wordpress_test_cookie
Attack
Evidence set-cookie: wordpress_test_cookie
Other Info

Instances 102

Solution Ensure that the SameSite attribute is set to either 'lax' or ideally 'strict' for all cookies.

Reference https://tools.ietf.org/html/draft-ietf-httpbis-cookie-same-site

CWE Id 1275

WASC Id 13

Plugin Id 10054

Low Cross-Domain JavaScript Source File Inclusion

Description The page includes one or more script files from a third-party domain.

URL https://drlovesexshop.com/

Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info

GET https://drlovesexshop.com/ HTTP/1.1

host: drlovesexshop.com

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/53
Request Header = 36

pragma: no-cache

cache-control: no-cache

Request Body

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html; charset=UTF-8

link: <https://drlovesexshop.com/wp-json/>; rel="https://api.w.org/"

link: <https://drlovesexshop.com/wp-json/wp/v2/pages/15153>; rel="alternate"; title="JSON"; type="application/json"
Response Header link: <https://drlovesexshop.com/>; rel=shortlink

date: Mon, 03 Feb 2025 19:20:09 GMT

server: LiteSpeed

vary: User-Agent

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q0

43=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

content-length: 491844

Response Body (excerpt) .
', 'openbridge', '585827987472350', url);

</script><script type='text/javascript'>fbq('init', '585827987472350', {}, {
"agent": "wordpress-6.7.1-4.0.1"
})</script><script type='text/javascript'>
fbq('track', 'PageView', [1);

HostedScan


https://drlovesexshop.com/wp-login.php?reauth=1&redirect_to=https%3A%2F%2Fdrlovesexshop.com%2Fwp-admin%2F
https://tools.ietf.org/html/draft-ietf-httpbis-cookie-same-site
https://cwe.mitre.org/data/definitions/1275.html
https://www.zaproxy.org/docs/alerts/10054/
https://drlovesexshop.com/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

</script><script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script><script>
window.datalLayer = window.datalLayer || [1;
function gtag() { datalLayer.push(arguments); }
gtag( 'consent', 'default',6 {
analytics storage: 'denied',
ad storage: 'denied',
ad user data: ‘'denied’,
ad personalization: '

URL https://drlovesexshop.com/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=11248
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=11248
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=13719
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=13719
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=14988
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>

HostedScan


https://drlovesexshop.com/
https://drlovesexshop.com/?add-to-cart=11248
https://drlovesexshop.com/?add-to-cart=11248
https://drlovesexshop.com/?add-to-cart=13719
https://drlovesexshop.com/?add-to-cart=13719
https://drlovesexshop.com/?add-to-cart=14988
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info

URL https://drlovesexshop.com/?add-to-cart=14988
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=14998
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=14998
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=15274
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=15274
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=15286
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=15286
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV

HostedScan


https://drlovesexshop.com/?add-to-cart=14988
https://drlovesexshop.com/?add-to-cart=14998
https://drlovesexshop.com/?add-to-cart=14998
https://drlovesexshop.com/?add-to-cart=15274
https://drlovesexshop.com/?add-to-cart=15274
https://drlovesexshop.com/?add-to-cart=15286
https://drlovesexshop.com/?add-to-cart=15286
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack

Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=15775
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=15775
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=15812
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/?add-to-cart=15812
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/cart/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/cart/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/category/wiedza/

HostedScan


https://drlovesexshop.com/?add-to-cart=15775
https://drlovesexshop.com/?add-to-cart=15775
https://drlovesexshop.com/?add-to-cart=15812
https://drlovesexshop.com/?add-to-cart=15812
https://drlovesexshop.com/cart/
https://drlovesexshop.com/cart/
https://drlovesexshop.com/category/wiedza/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Method GET

Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/category/wiedza/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/kontakt/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/kontakt/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/moje-onto/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/moje-onto/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/moje-onto/lost-password/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>

HostedScan


https://drlovesexshop.com/category/wiedza/
https://drlovesexshop.com/kontakt/
https://drlovesexshop.com/kontakt/
https://drlovesexshop.com/moje-onto/
https://drlovesexshop.com/moje-onto/
https://drlovesexshop.com/moje-onto/lost-password/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info

URL https://drlovesexshop.com/moje-onto/lost-password/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/platnosc-i-zwroty/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/platnosc-i-zwroty/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/polityka-prywatnosci/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/polityka-prywatnosci/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/product-category/bestsellery/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/product-category/bestsellery/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV

HostedScan


https://drlovesexshop.com/moje-onto/lost-password/
https://drlovesexshop.com/platnosc-i-zwroty/
https://drlovesexshop.com/platnosc-i-zwroty/
https://drlovesexshop.com/polityka-prywatnosci/
https://drlovesexshop.com/polityka-prywatnosci/
https://drlovesexshop.com/product-category/bestsellery/
https://drlovesexshop.com/product-category/bestsellery/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack

Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/product-category/dla-niego/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/product-category/dla-niego/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/product-category/dla-niej/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/product-category/dla-niej/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/product-category/drogeria/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/product-category/drogeria/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-cannabis-100-ml/

HostedScan
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Method GET

Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-cannabis-100-ml/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100mi-kopia/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100mi-kopia/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/produkt/krolowa-motyli-3w1/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/produkt/krolowa-motyli-3w1/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/produkt/penguin-pleasure-2-0/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>

HostedScan
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Other Info

URL https://drlovesexshop.com/produkt/penguin-pleasure-2-0/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-pro-3-w-1/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-pro-3-w-1/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-ultra-air-4-w-1/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-ultra-air-4-w-1/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV

HostedScan
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Attack

Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/produkt/wibrator-masazer-wand-mikrofon-3-w-1/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/produkt/wibrator-masazer-wand-mikrofon-3-w-1/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-bialystok/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-bialystok/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-bydgoszcz/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-bydgoszcz/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-czestochowa/

HostedScan
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Method GET

Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-czestochowa/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-gdansk/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-gdansk/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-gdynia/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-gdynia/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-gliwice/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>

HostedScan
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Other Info

URL https://drlovesexshop.com/sex-shop-gliwice/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-katowice/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-katowice/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-kielce/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-kielce/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-krakow/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-krakow/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
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Attack

Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-lodz/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-lodz/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-lublin/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-lublin/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-olsztyn/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-olsztyn/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-poznan/
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Method GET

Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-poznan/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-radom/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-radom/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-rzeszow/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-rzeszow/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-sosnowiec/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>

HostedScan
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Other Info

URL https://drlovesexshop.com/sex-shop-sosnowiec/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-szczecin/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-szczecin/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-torun/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-torun/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-warszawa/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-warszawa/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
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Attack

Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-wroclaw/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-wroclaw/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sex-shop-zabrze/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sex-shop-zabrze/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/sklep/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=AW-839376384
Attack
Evidence <script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>
Other Info
URL https://drlovesexshop.com/sklep/
Method GET
Parameter https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV
Attack
Evidence <script type="text/javascript" src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
Other Info
URL https://drlovesexshop.com/wp-content/uploads/woocommerce_transient_files/

HostedScan
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https://drlovesexshop.com/sex-shop-wroclaw/
https://drlovesexshop.com/sex-shop-zabrze/
https://drlovesexshop.com/sex-shop-zabrze/
https://drlovesexshop.com/sklep/
https://drlovesexshop.com/sklep/
https://drlovesexshop.com/wp-content/uploads/woocommerce_transient_files/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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Instances
Solution
Reference
CWE Id
WASC Id
Plugin Id

Low

Description

URL
Method
Parameter
Attack
Evidence

Other Info

Request Header

Request Body

Response Header

GET
https://www.googletagmanager.com/gtag/js?id=AW-839376384

<script async src="https://www.googletagmanager.com/gtag/js?id=AW-839376384"></script>

https://drlovesexshop.com/wp-content/uploads/woocommerce_transient_files/

GET

https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV

<script type="text/javascript” src="https://www.googletagmanager.com/gtag/js?id=GT-55VRP3VV" id="google_gtagjs-js" async></script>
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Ensure JavaScript source files are loaded from only trusted sources, and the sources can't be controlled by end users of the application.
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©

Strict-Transport-Security Header Not Set

HTTP Strict Transport Security (HSTS) is a web security policy mechanism whereby a web server declares that complying user agents (such as a web browser)
are to interact with it using only secure HTTPS connections (i.e. HTTP layered over TLS/SSL). HSTS is an IETF standards track protocol and is specified in RFC
6797.

https://drlovesexshop.com/

GET

GET https://drlovesexshop.com/ HTTP/1.1

host: drlovesexshop.com

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/5
37.36

pragma: no-cache

cache-control: no-cache

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html; charset=UTF-8

link: <https://drlovesexshop.com/wp-json/>; rel="https://api.w.org/"

link: <https://drlovesexshop.com/wp-json/wp/v2/pages/15153>; rel="alternate"; title="JSON"; type="application/json"
link: <https://drlovesexshop.com/>; rel=shortlink

date: Mon, 03 Feb 2025 19:20:09 GMT

server: LiteSpeed

vary: User-Agent

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q

HostedScan


https://drlovesexshop.com/wp-content/uploads/woocommerce_transient_files/
https://cwe.mitre.org/data/definitions/829.html
https://www.zaproxy.org/docs/alerts/10017/
https://drlovesexshop.com/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
content-length: 491844

<!IDOCTYPE html>

<html lang="pl-PL" xmlns="http://www.w3.0rg/1999/xhtml" prefix="og: http://ogp.me/ns# fb: http://www.facebook.com/200

8/fbml" >

<head>
Response Body (truncated) <meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=0"/>
<style id="jetpack-boost-critical-css">@media all{body:after{content:url(https://drlovesexshop.com/wp-content/

plugins/instagram-feed/img/sbi-sprite.png);display:none}.screen-reader-text{position:absolute;top...(truncated)
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https://drlovesexshop.com/?add-to-cart=11248
GET

https://drlovesexshop.com/?add-to-cart=13719
GET

https://drlovesexshop.com/?add-to-cart=14988
GET

https://drlovesexshop.com/?add-to-cart=14998
GET

https://drlovesexshop.com/?add-to-cart=15274
GET

https://drlovesexshop.com/?add-to-cart=15286

GET

HostedScan


https://drlovesexshop.com/?add-to-cart=11248
https://drlovesexshop.com/?add-to-cart=13719
https://drlovesexshop.com/?add-to-cart=14988
https://drlovesexshop.com/?add-to-cart=14998
https://drlovesexshop.com/?add-to-cart=15274
https://drlovesexshop.com/?add-to-cart=15286
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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https://drlovesexshop.com/?add-to-cart=15775

GET

https://drlovesexshop.com/?add-to-cart=15812
GET

https://drlovesexshop.com/_jb_static/?2?56018d63e2

GET

https://drlovesexshop.com/cart/

GET

https://drlovesexshop.com/category/wiedza/

GET

https://drlovesexshop.com/comments/feed/

GET

HostedScan


https://drlovesexshop.com/?add-to-cart=15775
https://drlovesexshop.com/?add-to-cart=15812
https://drlovesexshop.com/_jb_static/??56018d63e2
https://drlovesexshop.com/cart/
https://drlovesexshop.com/category/wiedza/
https://drlovesexshop.com/comments/feed/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

URL https://drlovesexshop.com/feed/
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URL https://drlovesexshop.com/kontakt/
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Parameter

Attack
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URL https://drlovesexshop.com/moje-onto/
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Attack

Evidence

Other Info

URL https://drlovesexshop.com/moje-onto/lost-password/
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Attack

Evidence
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URL https://drlovesexshop.com/platnosc-i-zwroty/
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Parameter

Attack

Evidence

Other Info

URL https://drlovesexshop.com/polityka-prywatnosci/
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Parameter

Attack

Evidence

Other Info

URL https://drlovesexshop.com/product-category/bestsellery/
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Attack

HostedScan


https://drlovesexshop.com/feed/
https://drlovesexshop.com/kontakt/
https://drlovesexshop.com/moje-onto/
https://drlovesexshop.com/moje-onto/lost-password/
https://drlovesexshop.com/platnosc-i-zwroty/
https://drlovesexshop.com/polityka-prywatnosci/
https://drlovesexshop.com/product-category/bestsellery/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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https://drlovesexshop.com/product-category/dla-niego/

GET

https://drlovesexshop.com/product-category/dla-niej/

GET

https://drlovesexshop.com/product-category/drogeria/

GET

https://drlovesexshop.com/produkt/intt-lubrykant-cannabis-100-ml/

GET

https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml-kopia/
GET

https://drlovesexshop.com/produkt/krolowa-motyli-3w1/

GET

https://drlovesexshop.com/produkt/penguin-pleasure-2-0/

GET

HostedScan


https://drlovesexshop.com/product-category/dla-niego/
https://drlovesexshop.com/product-category/dla-niej/
https://drlovesexshop.com/product-category/drogeria/
https://drlovesexshop.com/produkt/intt-lubrykant-cannabis-100-ml/
https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml-kopia/
https://drlovesexshop.com/produkt/krolowa-motyli-3w1/
https://drlovesexshop.com/produkt/penguin-pleasure-2-0/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence

Other Info

https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/

GET

https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-pro-3-w-1/

GET

https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-ultra-air-4-w-1/

GET

https://drlovesexshop.com/produkt/wibrator-masazer-wand-mikrofon-3-w-1/

GET

https://drlovesexshop.com/robots.txt

GET

https://drlovesexshop.com/sex-shop-bialystok/

GET

HostedScan


https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/
https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-pro-3-w-1/
https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-ultra-air-4-w-1/
https://drlovesexshop.com/produkt/wibrator-masazer-wand-mikrofon-3-w-1/
https://drlovesexshop.com/robots.txt
https://drlovesexshop.com/sex-shop-bialystok/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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https://drlovesexshop.com/sex-shop-bielsko-biala/

GET

https://drlovesexshop.com/sex-shop-bydgoszcz/

GET

https://drlovesexshop.com/sex-shop-bytom/

GET

https://drlovesexshop.com/sex-shop-czestochowa/

GET

https://drlovesexshop.com/sex-shop-gdansk/

GET

https://drlovesexshop.com/sex-shop-gdynia/

GET

https://drlovesexshop.com/sex-shop-gliwice/

GET

HostedScan


https://drlovesexshop.com/sex-shop-bielsko-biala/
https://drlovesexshop.com/sex-shop-bydgoszcz/
https://drlovesexshop.com/sex-shop-bytom/
https://drlovesexshop.com/sex-shop-czestochowa/
https://drlovesexshop.com/sex-shop-gdansk/
https://drlovesexshop.com/sex-shop-gdynia/
https://drlovesexshop.com/sex-shop-gliwice/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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https://drlovesexshop.com/sex-shop-gorzow-wielkopolski/

GET

https://drlovesexshop.com/sex-shop-katowice/

GET

https://drlovesexshop.com/sex-shop-kielce/

GET

https://drlovesexshop.com/sex-shop-krakow/

GET

https://drlovesexshop.com/sex-shop-lodz/

GET

https://drlovesexshop.com/sex-shop-lublin/

GET

https://drlovesexshop.com/sex-shop-olsztyn/

GET

HostedScan


https://drlovesexshop.com/sex-shop-gorzow-wielkopolski/
https://drlovesexshop.com/sex-shop-katowice/
https://drlovesexshop.com/sex-shop-kielce/
https://drlovesexshop.com/sex-shop-krakow/
https://drlovesexshop.com/sex-shop-lodz/
https://drlovesexshop.com/sex-shop-lublin/
https://drlovesexshop.com/sex-shop-olsztyn/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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https://drlovesexshop.com/sex-shop-opole/

GET

https://drlovesexshop.com/sex-shop-plock/

GET

https://drlovesexshop.com/sex-shop-poznan/

GET

https://drlovesexshop.com/sex-shop-radom/

GET

https://drlovesexshop.com/sex-shop-ruda-slaska/

GET

https://drlovesexshop.com/sex-shop-rybnik/

GET

HostedScan


https://drlovesexshop.com/sex-shop-opole/
https://drlovesexshop.com/sex-shop-plock/
https://drlovesexshop.com/sex-shop-poznan/
https://drlovesexshop.com/sex-shop-radom/
https://drlovesexshop.com/sex-shop-ruda-slaska/
https://drlovesexshop.com/sex-shop-rybnik/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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https://drlovesexshop.com/sex-shop-rzeszow/

GET

https://drlovesexshop.com/sex-shop-sosnowiec/

GET

https://drlovesexshop.com/sex-shop-szczecin/

GET

https://drlovesexshop.com/sex-shop-torun/

GET

https://drlovesexshop.com/sex-shop-tychy/

GET

https://drlovesexshop.com/sex-shop-walbrzych/

GET

https://drlovesexshop.com/sex-shop-warszawa/

GET

HostedScan


https://drlovesexshop.com/sex-shop-rzeszow/
https://drlovesexshop.com/sex-shop-sosnowiec/
https://drlovesexshop.com/sex-shop-szczecin/
https://drlovesexshop.com/sex-shop-torun/
https://drlovesexshop.com/sex-shop-tychy/
https://drlovesexshop.com/sex-shop-walbrzych/
https://drlovesexshop.com/sex-shop-warszawa/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method

https://drlovesexshop.com/sex-shop-woclawek/

GET

https://drlovesexshop.com/sex-shop-wroclaw/

GET

https://drlovesexshop.com/sex-shop-zabrze/

GET

https://drlovesexshop.com/sex-shop-zielona-gora/

GET

https://drlovesexshop.com/sitemap_index.xml

GET

https://drlovesexshop.com/sklep/

GET

https://drlovesexshop.com/wp-admin/admin-ajax.php

GET

HostedScan


https://drlovesexshop.com/sex-shop-woclawek/
https://drlovesexshop.com/sex-shop-wroclaw/
https://drlovesexshop.com/sex-shop-zabrze/
https://drlovesexshop.com/sex-shop-zielona-gora/
https://drlovesexshop.com/sitemap_index.xml
https://drlovesexshop.com/sklep/
https://drlovesexshop.com/wp-admin/admin-ajax.php
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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https://drlovesexshop.com/wp-content/plugins/contact-form-7/includes/js/index.js?ver=6.0.1

GET

https://drlovesexshop.com/wp-content/plugins/contact-form-7/includes/swv/js/index.js?m=1732697783

GET

https://drlovesexshop.com/wp-content/plugins/cookie-law-info/lite/frontend/js/script.min.js?m=1733574521

GET

https://drlovesexshop.com/wp-content/plugins/elementor/assets/js/frontend.min.js?ver=3.25.10

GET

https://drlovesexshop.com/wp-content/plugins/pro-elements/assets/js/elements-handlers.min.js?ver=3.25.4

GET

https://drlovesexshop.com/wp-content/plugins/pro-elements/assets/js/frontend.min.js?ver=3.25.4

GET

HostedScan


https://drlovesexshop.com/wp-content/plugins/contact-form-7/includes/js/index.js?ver=6.0.1
https://drlovesexshop.com/wp-content/plugins/contact-form-7/includes/swv/js/index.js?m=1732697783
https://drlovesexshop.com/wp-content/plugins/cookie-law-info/lite/frontend/js/script.min.js?m=1733574521
https://drlovesexshop.com/wp-content/plugins/elementor/assets/js/frontend.min.js?ver=3.25.10
https://drlovesexshop.com/wp-content/plugins/pro-elements/assets/js/elements-handlers.min.js?ver=3.25.4
https://drlovesexshop.com/wp-content/plugins/pro-elements/assets/js/frontend.min.js?ver=3.25.4
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

URL https://drlovesexshop.com/wp-content/themes/xstore/css/modules/woocommerce/archive.css?ver=0.0.1
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URL https://drlovesexshop.com/wp-content/themes/xstore/css/modules/woocommerce/content-product-custom.css?ver=0.0.1
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URL https://drlovesexshop.com/wp-content/themes/xstore/css/modules/woocommerce/product-hovers/product-view-default.css?ver=0.0.1
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URL https://drlovesexshop.com/wp-content/themes/xstore/css/swatches.css?ver=0.0.1
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Attack
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URL https://drlovesexshop.com/wp-content/themes/xstore/fonts/xstore-icons-light.woff2?2v=9.4.5
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URL https://drlovesexshop.com/wp-content/themes/xstore/fonts/xstore-icons-light.woff?v=9.4.5
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URL https://drlovesexshop.com/wp-content/uploads/2024/11/cropped-Logo-Dr.Love_-180x180.png
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Attack

HostedScan


https://drlovesexshop.com/wp-content/themes/xstore/css/modules/woocommerce/archive.css?ver=0.0.1
https://drlovesexshop.com/wp-content/themes/xstore/css/modules/woocommerce/content-product-custom.css?ver=0.0.1
https://drlovesexshop.com/wp-content/themes/xstore/css/modules/woocommerce/product-hovers/product-view-default.css?ver=0.0.1
https://drlovesexshop.com/wp-content/themes/xstore/css/swatches.css?ver=0.0.1
https://drlovesexshop.com/wp-content/themes/xstore/fonts/xstore-icons-light.woff2?v=9.4.5
https://drlovesexshop.com/wp-content/themes/xstore/fonts/xstore-icons-light.woff?v=9.4.5
https://drlovesexshop.com/wp-content/uploads/2024/11/cropped-Logo-Dr.Love_-180x180.png
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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URL https://drlovesexshop.com/wp-content/uploads/2024/11/cropped-Logo-Dr.Love_-192x192.png
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URL https://drlovesexshop.com/wp-content/uploads/2024/11/cropped-Logo-Dr.Love_-32x32.png
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URL https://drlovesexshop.com/wp-content/uploads/2024/11/formularz-reklamaciji-dr.love .pdf.pdf
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URL https://drlovesexshop.com/wp-content/uploads/2024/11/Logo-Dr.Love_-150x150.png
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URL https://drlovesexshop.com/wp-content/uploads/2024/11/Logo-Dr.Love_.png
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https://drlovesexshop.com/wp-content/uploads/2024/12/Masazer-_-Wibrator-Lechtaczki-Pleasure-2w1-Pinwginek-Satisfyer-Penguin-powietrzny-jezyczek-1-
100x100.png
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https://drlovesexshop.com/wp-content/uploads/2024/12/Masazer-_-Wibrator-Lechtaczki-Pleasure-2w1-Pinwginek-Satisfyer-Penguin-powietrzny-jezyczek-1-
10x10.png

URL

HostedScan


https://drlovesexshop.com/wp-content/uploads/2024/11/cropped-Logo-Dr.Love_-192x192.png
https://drlovesexshop.com/wp-content/uploads/2024/11/cropped-Logo-Dr.Love_-32x32.png
https://drlovesexshop.com/wp-content/uploads/2024/11/formularz-reklamacji-dr.love_.pdf.pdf
https://drlovesexshop.com/wp-content/uploads/2024/11/Logo-Dr.Love_-150x150.png
https://drlovesexshop.com/wp-content/uploads/2024/11/Logo-Dr.Love_.png
https://drlovesexshop.com/wp-content/uploads/2024/12/Masazer-_-Wibrator-Lechtaczki-Pleasure-2w1-Pinwginek-Satisfyer-Penguin-powietrzny-jezyczek-1-100x100.png
https://drlovesexshop.com/wp-content/uploads/2024/12/Masazer-_-Wibrator-Lechtaczki-Pleasure-2w1-Pinwginek-Satisfyer-Penguin-powietrzny-jezyczek-1-100x100.png
https://drlovesexshop.com/wp-content/uploads/2024/12/Masazer-_-Wibrator-Lechtaczki-Pleasure-2w1-Pinwginek-Satisfyer-Penguin-powietrzny-jezyczek-1-10x10.png
https://drlovesexshop.com/wp-content/uploads/2024/12/Masazer-_-Wibrator-Lechtaczki-Pleasure-2w1-Pinwginek-Satisfyer-Penguin-powietrzny-jezyczek-1-10x10.png
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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URL https://drlovesexshop.com/wp-content/uploads/2024/12/Masazer-_-Wibrator-Lechtaczki-Pleasure-2w1-Pinwginek-Satisfyer-Penguin-powietrzny-jezyczek-1-
150x150.png
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URL https://drlovesexshop.com/wp-content/uploads/2024/12/Masazer-_-Wibrator-Lechtaczki-Pleasure-2w1-Pinwginek-Satisfyer-Penguin-powietrzny-jezyczek-1-
300x300.png
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Parameter
Attack
Evidence
Other Info
URL https://drlovesexshop.com/wp-content/uploads/2024/12/Masazer-_-Wibrator-Lechtaczki-Pleasure-2w1-Pinwginek-Satisfyer-Penguin-powietrzny-jezyczek-1-
3x4.png
Method GET
Parameter
Attack
Evidence
Other Info
URL https://drlovesexshop.com/wp-content/uploads/2024/12/Masazer-_-Wibrator-Lechtaczki-Pleasure-2w1-Pinwginek-Satisfyer-Penguin-powietrzny-jezyczek-1-
768x768.png
Method GET
Parameter
Attack
Evidence
Other Info
URL https://drlovesexshop.com/wp-content/uploads/2024/12/Masazer-_-Wibrator-Lechtaczki-Pleasure-2w1-Pinwginek-Satisfyer-Penguin-powietrzny-jezyczek-1-
800x800.png
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URL https://drlovesexshop.com/wp-content/uploads/2024/12/Masazer-_-Wibrator-Lechtaczki-Pleasure-2w1-Pinwginek-Satisfyer-Penguin-powietrzny-jezyczek-1.png
Method GET
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https://drlovesexshop.com/wp-content/uploads/wc-logs/

GET

https://drlovesexshop.com/wp-content/uploads/woocommerce_transient_files/

GET

https://drlovesexshop.com/wp-content/uploads/woocommerce _uploads/

GET

https://drlovesexshop.com/wp-includes/js/dist/hooks.min.js?m=1732642714
GET

https://drlovesexshop.com/wp-includes/js/dist/i18n.min.js?ver=5e580eb46a90c2b997e6
GET

https://drlovesexshop.com/wp-includes/js/jquery/jguery.min.js?ver=3.7.1

GET

HostedScan
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URL https://drlovesexshop.com/wp-includes/js/jquery/ui/core.min.js?m=1732642715
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Attack

Evidence

Other Info

URL https://drlovesexshop.com/wp-json/

Method GET
Parameter

Attack
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Other Info

URL https://drlovesexshop.com/wp-json/wp/v2/pages/15153

Method GET
Parameter
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Evidence
Other Info
Instances 102
Solution Ensure that your web server, application server, load balancer, etc. is configured to enforce Strict-Transport-Security.

https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport _Security Cheat_Sheet.html
https://owasp.org/www-community/Security _Headers

Reference https://en.wikipedia.org/wiki/HTTP_Strict Transport Security
https://caniuse.com/stricttransportsecurity
https://datatracker.ietf.org/doc/html/rfc6797

CWE Id 319

WASC Id 15

Plugin Id 10035

Low X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows older versions of Internet Explorer and Chrome to perform MIME-
Description sniffing on the response body, potentially causing the response body to be interpreted and displayed as a content type other than the declared content type.
Current (early 2014) and legacy versions of Firefox will use the declared content type (if one is set), rather than performing MIME-sniffing.

URL https://drlovesexshop.com/
Method GET
Parameter X-content-type-options
Attack
Evidence

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for

B browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

Request Header
GET https://drlovesexshop.com/ HTTP/1.1

host: drlovesexshop.com
user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/5
37.36

HostedScan
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https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
https://owasp.org/www-community/Security_Headers
https://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security
https://caniuse.com/stricttransportsecurity
https://datatracker.ietf.org/doc/html/rfc6797
https://cwe.mitre.org/data/definitions/319.html
https://www.zaproxy.org/docs/alerts/10035/
https://drlovesexshop.com/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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Response Header

Response Body (truncated)
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URL

Method

Parameter

pragma: no-cache
cache-control: no-cache

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html; charset=UTF-8

link: <https://drlovesexshop.com/wp-json/>; rel="https://api.w.org/"

link: <https://drlovesexshop.com/wp-json/wp/v2/pages/15153>; rel="alternate"; title="JSON"; type="application/json"
link: <https://drlovesexshop.com/>; rel=shortlink

date: Mon, 03 Feb 2025 19:20:09 GMT

server: LiteSpeed

vary: User-Agent

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q
043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

content-length: 491844

<IDOCTYPE html>
<html lang="pl-PL" xmlns="http://www.w3.0rg/1999/xhtml" prefix="og: http://ogp.me/ns# fb: http://www.facebook.com/200
8/fbml" >
<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=0"/>
<style id="jetpack-boost-critical-css">@media all{body:after{content:url(https://drlovesexshop.com/wp-content/
plugins/instagram-feed/img/sbi-sprite.png);display:none}.screen-reader-text{position:absolute;top...(truncated)

https://drlovesexshop.com/?add-to-cart=11248
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/?add-to-cart=13719
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/?add-to-cart=14988
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/?add-to-cart=14998

GET

X-content-type-options

HostedScan
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/?add-to-cart=15274
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/?add-to-cart=15286
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/?add-to-cart=15775
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/?add-to-cart=15812
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/_jb_static/??56018d63e2
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/cart/

GET

X-content-type-options

HostedScan
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/category/wiedza/
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/comments/feed/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/feed/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/kontakt/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/moje-onto/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/moje-onto/lost-password/

GET

X-content-type-options

HostedScan
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/platnosc-i-zwroty/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/polityka-prywatnosci/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/product-category/bestsellery/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/product-category/dla-niego/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/product-category/dla-niej/
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/product-category/drogeria/

GET

X-content-type-options

HostedScan
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/produkt/intt-lubrykant-cannabis-100-ml/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml-kopia/
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/produkt/krolowa-motyli-3w1/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/produkt/penguin-pleasure-2-0/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-pro-3-w-1/

GET

X-content-type-options

HostedScan
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-ultra-air-4-w-1/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/produkt/wibrator-masazer-wand-mikrofon-3-w-1/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/robots.txt

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-bialystok/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-bielsko-biala/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-bydgoszcz/

GET

X-content-type-options
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-bytom/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-czestochowa/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-dabrowa-gornicza/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-gdansk/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-gdynia/
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-gliwice/
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-gorzow-wielkopolski/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-katowice/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-kielce/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-krakow/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-lodz/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-lublin/
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-olsztyn/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-opole/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-plock/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-poznan/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-radom/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-ruda-slaska/
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-rybnik/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-rzeszow/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-sosnowiec/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-szczecin/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-torun/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-tychy/
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-walbrzych/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-warszawa/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-wroclaw/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-zabrze/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sex-shop-zielona-gora/

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sitemap_index.xml

GET

X-content-type-options

HostedScan


https://drlovesexshop.com/sex-shop-walbrzych/
https://drlovesexshop.com/sex-shop-warszawa/
https://drlovesexshop.com/sex-shop-wroclaw/
https://drlovesexshop.com/sex-shop-zabrze/
https://drlovesexshop.com/sex-shop-zielona-gora/
https://drlovesexshop.com/sitemap_index.xml
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info

URL
Method
Parameter
Attack

Evidence

Other Info

URL
Method
Parameter
Attack

Evidence

Other Info

URL
Method
Parameter
Attack

Evidence

Other Info

URL
Method
Parameter
Attack

Evidence

Other Info

URL
Method
Parameter
Attack

Evidence

Other Info

URL
Method
Parameter
Attack

Evidence

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/sklep/
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/plugins/contact-form-7/includes/js/index.js?ver=6.0.1

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/plugins/contact-form-7/includes/swv/js/index.js?m=1732697783

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/plugins/cookie-law-info/lite/frontend/js/script.min.js?m=1733574521

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/plugins/elementor/assets/js/frontend.min.js?ver=3.25.10

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/plugins/pro-elements/assets/js/elements-handlers.min.js?ver=3.25.4
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/plugins/pro-elements/assets/js/frontend.min.js?ver=3.25.4
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/themes/xstore/css/modules/woocommerce/archive.css?ver=0.0.1

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/themes/xstore/css/modules/woocommerce/content-product-custom.css?ver=0.0.1
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/themes/xstore/css/modules/woocommerce/product-hovers/product-view-default.css?ver=0.0.1
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/themes/xstore/css/swatches.css?ver=0.0.1
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/themes/xstore/fonts/xstore-icons-light.woff2?2v=9.4.5
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/themes/xstore/fonts/xstore-icons-light.woff?v=9.4.5
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/uploads/2024/11/cropped-Logo-Dr.Love -180x180.png
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X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/uploads/2024/11/cropped-Logo-Dr.Love_-192x192.png
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/uploads/2024/11/cropped-Logo-Dr.Love_-32x32.png
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/uploads/2024/11/formularz-reklamacji-dr.love_.pdf.pdf
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/uploads/2024/12/INTT-LUBRYKANT-WODNY-MY-LUBE-NATURAL-100-ml|--800x800.png
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/uploads/2024/12/Masazer-_-Wibrator-Lechtaczki-Pleasure-2w1-Pinwginek-Satisfyer-Penguin-powietrzny-jezyczek-1-
100x100.png

GET

X-content-type-options
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/uploads/2024/12/Wibrator-_-Masazer-Kroliczek-Ultra-Air-4-w-1-powietrzny-lechtaczki-jezyczek-punktu-g-4-100x100.png
GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-content/uploads/2024/12/Wibrator-_-Masazer-Kroliczek-Ultra-Air-4-w-1-powietrzny-lechtaczki-jezyczek-punktu-g-4-3x4.png

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.
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Request Header

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-includes/js/jquery/jquery.min.js?ver=3.7.1

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

https://drlovesexshop.com/wp-includes/js/jquery/ui/core.min.js?m=1732642715

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.
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Ensure that the application/web server sets the Content-Type header appropriately, and that it sets the X-Content-Type-Options header to 'nosniff' for all web
pages.

If possible, ensure that the end user uses a standards-compliant and modern web browser that does not perform MIME-sniffing at all, or that can be directed by
the web application/web server to not perform MIME-sniffing.

https://learn.microsoft.com/en-us/previous-versions/windows/internet-explorer/ie-developer/compatibility/gg622941(v=vs.85)
https://owasp.org/www-community/Security_Headers

693

10021

Authentication Request Identified

The given request has been identified as an authentication request. The 'Other Info' field contains a set of key=value lines which identify any relevant fields. If the
request is in a context which has an Authentication Method set to "Auto-Detect" then this rule will change the authentication to match the request identified.

https://drlovesexshop.com/moje-onto/

POST

login

password

userParam=login userValue=Zaloguj passwordParam=password referer=https://drlovesexshop.com/

POST https://drlovesexshop.com/moje-onto/ HTTP/1.1

host: drlovesexshop.com

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/53
7.36

pragma: no-cache

cache-control: no-cache

content-type: application/x-www-form-urlencoded

referer: https://drlovesexshop.com/

content-length: 114

Cookie: woocommerce items in cart=1; wp woocommerce session 10d919786538b65731a39cc09bb56209=t 5a7dd4af71697d9f527f7f67

HostedScan
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9fcb1d%7C%7C1738783224%7C%7C1738779624%7C%7C304bad613efhb99c9a49fbefc478f874b; woocommerce recently viewed=15812%7C1579
1; woocommerce cart hash=8eba0d6264d597206a78bb7f4f866f56

username=ZAP&password=ZAP&rememberme=forever&woocommerce-login-nonce=3df2d9f4fa& wp http referer=%2F&login=Zaloguj

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html; charset=UTF-8

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

x-frame-options: SAMEORIGIN

link: <https://drlovesexshop.com/wp-json/>; rel="https://api.w.org/"
link: <https://drlovesexshop.com/wp-json/wp/v2/pages/14>; rel="alternate"; title="JSON"; type="application/json"
link: <https://drlovesexshop.com/?p=14>; rel=shortlink

date: Mon, 03 Feb 2025 19:21:39 GMT

server: LiteSpeed

vary: User-Agent

content-length: 696968

var(--et inputs-bg-color,var(--et white-2-light-dark));background-position:calc(100% - 12px) 50%;background-repeat:no-r
epeat;background-image:var(--et select-arrow-closed);background-size:var(--et select-arrow-size,10px)}input[type=emai
1],input[type=password],input[type=text], textarea{border:1px solid var(--et inputs-border-color,var(--et border-colo
r));background-color:var(--et inputs-bg-color,var(--et white-2-light-dark));outline:0;border-radius:var(--et inputs-bor
der-radius,0);width:100%;color:var(--

https://drlovesexshop.com/moje-onto/

POST

login

password
userParam=login userValue=Zaloguj passwordParam=password referer=https://drlovesexshop.com/category/wiedza/

https://drlovesexshop.com/moje-onto/

POST

login

password
userParam=login userValue=Zaloguj passwordParam=password referer=https://drlovesexshop.com/kontakt/

https://drlovesexshop.com/moje-onto/

POST

login

password
userParam=login userValue=Zaloguj passwordParam=password referer=https://drlovesexshop.com/product-category/dla-niego/

https://drlovesexshop.com/moje-onto/

POST

login

HostedScan
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password
userParam=login userValue=Zaloguj passwordParam=password referer=https://drlovesexshop.com/sklep/
https://drlovesexshop.com/moje-onto/

POST

login

password

userParam=login userValue=Zaloguj passwordParam=password referer=https://drlovesexshop.com/wp-content/uploads/woocommerce_transient_files/
6

This is an informational alert rather than a vulnerability and so there is nothing to fix.

https://www.zaproxy.org/docs/desktop/addons/authentication-helper/auth-req-id/

10111

Informational Charset Mismatch

Description

URL
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Attack
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Other Info

Request Header

Request Body

Response Header

This check identifies responses where the HTTP Content-Type header declares a charset different from the charset defined by the body of the HTML or XML.
When there's a charset mismatch between the HTTP header and content body Web browsers can be forced into an undesirable content-sniffing mode to
determine the content's correct character set.

An attacker could manipulate content on the page to be interpreted in an encoding of their choice. For example, if an attacker can control content at the
beginning of the page, they could inject script using UTF-7 encoded text and manipulate some browsers into interpreting that text.

https://drlovesexshop.com/wp-json/oembed/1.0/embed?format=xml&url=https%3A%2F%2Fdrlovesexshop.com%2F

GET

There was a charset mismatch between the HTTP Header and the XML encoding declaration: [UTF-8] and [null] do not match.

GET https://drlovesexshop.com/wp-json/oembed/1.0/embed?format=xml&url=https%3A%2F%2Fdrlovesexshop.com%2F HTTP/1.1
host: drlovesexshop.com

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/5
37.36

pragma: no-cache

cache-control: no-cache

referer: https://drlovesexshop.com/

Cookie: woocommerce items in cart=1; wp_woocommerce session 10d919786538b65731a39cc09bb56209=t 5a7dd4af71697d9f527f7f6
79fcb1ld%s7C%7C1738783224%7C%7C1738779624%7C%7C304bad613efb99c9a49fbefc478f874b; woocommerce recently viewed=15812%7C157
91; woocommerce cart hash=8eba0d6264d597206a78bb7f4f866f56

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

Xx-robots-tag: noindex

link: <https://drlovesexshop.com/wp-json/>; rel="https://api.w.org/"

x-content-type-options: nosniff

access-control-expose-headers: X-WP-Total, X-WP-TotalPages, Link

access-control-allow-headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type
allow: GET

content-type: text/xml; charset=UTF-8
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https://drlovesexshop.com/moje-onto/
https://www.zaproxy.org/docs/desktop/addons/authentication-helper/auth-req-id/
https://www.zaproxy.org/docs/alerts/10111/
https://drlovesexshop.com/wp-json/oembed/1.0/embed?format=xml&url=https%3A%2F%2Fdrlovesexshop.com%2F
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

vary: 0Origin,User-Agent

content-length: 2795

date: Mon, 03 Feb 2025 19:21:34 GMT

server: LiteSpeed

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q
043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

<?xml version="1.0"7?>

<oembed><version>1.0</version><provider name>DR.LOVE - Sex shop</provider name><provider url>https://drlovesexshop.com
</provider url><author name>admin@ediso.pl</author name><author url>https://drlovesexshop.com/author/adminediso-pl/</a
uthor url><title>Strona g&#x142;&#xF3;wna - DR.LOVE - Sex shop</title><type>rich</type><width>600</width><height>338</
height><html>&1t;blockquote class="wp-embedded-content" data-secret="9UqjgWB2xd"&gt;&lt;a href="https://drlovesexshop.
com/"&. .. (truncated)

Response Body (truncated)

URL https://drlovesexshop.com/wp-json/oembed/1.0/embed?format=xml&url=https%3A%2F%2Fdrlovesexshop.com%2Fkontakt%2F
Method GET
Parameter
Attack
Evidence
Other Info There was a charset mismatch between the HTTP Header and the XML encoding declaration: [UTF-8] and [null] do not match.
URL https://drlovesexshop.com/wp-json/oembed/1.0/embed?format=xml&url=https%3A%2F%2Fdrlovesexshop.com%2Fmoje-onto%2F
Method GET
Parameter
Attack
Evidence
Other Info There was a charset mismatch between the HTTP Header and the XML encoding declaration: [UTF-8] and [null] do not match.
Instances 3
Solution Force UTF-8 for all text content in both the HTTP header and meta tags in HTML or encoding declarations in XML.
Reference https://code.google.com/p/browsersec/wiki/Part2#Character_set_handling_and_detection
CWE Id 436
WASC Id 15
Plugin Id 90011

Informational Re-examine Cache-control Directives

The cache-control header has not been set properly or is missing, allowing the browser and proxies to cache content. For static assets like css, js, or image files

Dz this might be intended, however, the resources should be reviewed to ensure that no sensitive content will be cached.
URL https://drlovesexshop.com/
Method GET
Parameter cache-control
Attack
Evidence
Other Info

Request Header
GET https://drlovesexshop.com/ HTTP/1.1

host: drlovesexshop.com
user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/5
37.36

HostedScan


https://drlovesexshop.com/wp-json/oembed/1.0/embed?format=xml&url=https%3A%2F%2Fdrlovesexshop.com%2Fkontakt%2F
https://drlovesexshop.com/wp-json/oembed/1.0/embed?format=xml&url=https%3A%2F%2Fdrlovesexshop.com%2Fmoje-onto%2F
https://code.google.com/p/browsersec/wiki/Part2#Character_set_handling_and_detection
https://cwe.mitre.org/data/definitions/436.html
https://www.zaproxy.org/docs/alerts/90011/
https://drlovesexshop.com/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Request Body

Response Header

Response Body (truncated)

URL

Method
Parameter
Attack
Evidence

Other Info

URL

Method
Parameter
Attack
Evidence

Other Info

URL

Method
Parameter
Attack
Evidence

Other Info

URL

Method
Parameter

Attack

pragma: no-cache
cache-control: no-cache

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html; charset=UTF-8

link: <https://drlovesexshop.com/wp-json/>; rel="https://api.w.org/"

link: <https://drlovesexshop.com/wp-json/wp/v2/pages/15153>; rel="alternate"; title="JSON"; type="application/json"
link: <https://drlovesexshop.com/>; rel=shortlink

date: Mon, 03 Feb 2025 19:20:09 GMT

server: LiteSpeed

vary: User-Agent

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q
043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

content-length: 491844

<IDOCTYPE html>
<html lang="pl-PL" xmlns="http://www.w3.0rg/1999/xhtml" prefix="og: http://ogp.me/ns# fb: http://www.facebook.com/200
8/fbml" >
<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=0"/>
<style id="jetpack-boost-critical-css">@media all{body:after{content:url(https://drlovesexshop.com/wp-content/
plugins/instagram-feed/img/sbi-sprite.png);display:none}.screen-reader-text{position:absolute;top...(truncated)

https://drlovesexshop.com/5-najpopularniejszych-fantazji-kobiet/

GET

cache-control

https://drlovesexshop.com/5-najpopularniejszych-fantazji-mezczyzn/

GET

cache-control

https://drlovesexshop.com/?add-to-cart=11248

GET

cache-control

no-cache, must-revalidate, max-age=0

https://drlovesexshop.com/?add-to-cart=13719

GET

cache-control

HostedScan


https://drlovesexshop.com/5-najpopularniejszych-fantazji-kobiet/
https://drlovesexshop.com/5-najpopularniejszych-fantazji-mezczyzn/
https://drlovesexshop.com/?add-to-cart=11248
https://drlovesexshop.com/?add-to-cart=13719
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Evidence no-cache, must-revalidate, max-age=0

Other Info
URL https://drlovesexshop.com/?add-to-cart=14988
Method GET
Parameter cache-control
Attack
Evidence no-cache, must-revalidate, max-age=0
Other Info
URL https://drlovesexshop.com/?add-to-cart=14998
Method GET
Parameter cache-control
Attack
Evidence no-cache, must-revalidate, max-age=0
Other Info
URL https://drlovesexshop.com/?add-to-cart=15274
Method GET
Parameter cache-control
Attack
Evidence no-cache, must-revalidate, max-age=0
Other Info
URL https://drlovesexshop.com/?add-to-cart=15286
Method GET
Parameter cache-control
Attack
Evidence no-cache, must-revalidate, max-age=0
Other Info
URL https://drlovesexshop.com/?add-to-cart=15775
Method GET
Parameter cache-control
Attack
Evidence no-cache, must-revalidate, max-age=0
Other Info
URL https://drlovesexshop.com/?add-to-cart=15812
Method GET
Parameter cache-control
Attack
Evidence no-cache, must-revalidate, max-age=0
Other Info
URL https://drlovesexshop.com/?et_search=true&post_type=product&product_cat=0&s=ZAP
Method GET

HostedScan


https://drlovesexshop.com/?add-to-cart=14988
https://drlovesexshop.com/?add-to-cart=14998
https://drlovesexshop.com/?add-to-cart=15274
https://drlovesexshop.com/?add-to-cart=15286
https://drlovesexshop.com/?add-to-cart=15775
https://drlovesexshop.com/?add-to-cart=15812
https://drlovesexshop.com/?et_search=true&post_type=product&product_cat=0&s=ZAP
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Parameter cache-control

Attack
Evidence
Other Info
URL https://drlovesexshop.com/?et_search=true&post_type=product&product_cat=bestsellery&s=ZAP
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/?s=ZAP
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/author-sitemap.xml
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/category-sitemap.xml
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/category/wiedza/
Method GET
Parameter cache-control
Attack
Evidence
Other Info

HostedScan


https://drlovesexshop.com/?et_search=true&post_type=product&product_cat=bestsellery&s=ZAP
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP
https://drlovesexshop.com/?s=ZAP
https://drlovesexshop.com/author-sitemap.xml
https://drlovesexshop.com/category-sitemap.xml
https://drlovesexshop.com/category/wiedza/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter

Attack

https://drlovesexshop.com/category/wiedza/feed/

GET

cache-control

https://drlovesexshop.com/comments/feed/

GET

cache-control

https://drlovesexshop.com/feed/

GET

cache-control

https://drlovesexshop.com/kontakt/

GET

cache-control

https://drlovesexshop.com/moje-onto/

GET

cache-control

no-cache, must-revalidate, max-age=0

https://drlovesexshop.com/moje-onto/lost-password/

GET

cache-control

no-cache, must-revalidate, max-age=0

https://drlovesexshop.com/page-sitemap.xml

GET

cache-control

HostedScan


https://drlovesexshop.com/category/wiedza/feed/
https://drlovesexshop.com/comments/feed/
https://drlovesexshop.com/feed/
https://drlovesexshop.com/kontakt/
https://drlovesexshop.com/moje-onto/
https://drlovesexshop.com/moje-onto/lost-password/
https://drlovesexshop.com/page-sitemap.xml
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method

https://drlovesexshop.com/platnosc-i-zwroty/

GET

cache-control

https://drlovesexshop.com/polityka-prywatnosci/

GET

cache-control

https://drlovesexshop.com/post-sitemap.xml

GET

cache-control

https://drlovesexshop.com/product-category/bestsellery/

GET

cache-control

https://drlovesexshop.com/product-category/dla-niego/

GET

cache-control

https://drlovesexshop.com/product-category/dla-niej/

GET

cache-control

https://drlovesexshop.com/product-category/drogeria/

GET

HostedScan


https://drlovesexshop.com/platnosc-i-zwroty/
https://drlovesexshop.com/polityka-prywatnosci/
https://drlovesexshop.com/post-sitemap.xml
https://drlovesexshop.com/product-category/bestsellery/
https://drlovesexshop.com/product-category/dla-niego/
https://drlovesexshop.com/product-category/dla-niej/
https://drlovesexshop.com/product-category/drogeria/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Parameter cache-control

Attack
Evidence
Other Info
URL https://drlovesexshop.com/product-sitemap.xml
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/product_cat-sitemap.xml
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/product tag-sitemap.xml
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-clit-me-high-plynny-wibrator-z-efektem-wibracji-i-ciepla-15ml/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-excitation-zel-wzmacniajacy-orgazm-dla-kobiet-15ml/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml-2/
Method GET
Parameter cache-control
Attack
Evidence
Other Info

HostedScan


https://drlovesexshop.com/product-sitemap.xml
https://drlovesexshop.com/product_cat-sitemap.xml
https://drlovesexshop.com/product_tag-sitemap.xml
https://drlovesexshop.com/produkt/intt-clit-me-high-plynny-wibrator-z-efektem-wibracji-i-ciepla-15ml/
https://drlovesexshop.com/produkt/intt-excitation-zel-wzmacniajacy-orgazm-dla-kobiet-15ml/
https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml-2/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

URL https://drlovesexshop.com/produkt/intt-inflate-xxl-zel-powiekszajacy-penisa/

Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-lasts-15-ml-zel-opozniajacy-wytrysk/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-like-a-virgin-zel-zwezajacydla-kobiet-15ml/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-cannabis-100-ml/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml-kopia/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/krolowa-motyli-3w1/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/penguin-pleasure-2-0/
Method GET
Parameter cache-control
Attack

HostedScan


https://drlovesexshop.com/produkt/intt-inflate-xxl-zel-powiekszajacy-penisa/
https://drlovesexshop.com/produkt/intt-lasts-15-ml-zel-opozniajacy-wytrysk/
https://drlovesexshop.com/produkt/intt-like-a-virgin-zel-zwezajacydla-kobiet-15ml/
https://drlovesexshop.com/produkt/intt-lubrykant-cannabis-100-ml/
https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml-kopia/
https://drlovesexshop.com/produkt/krolowa-motyli-3w1/
https://drlovesexshop.com/produkt/penguin-pleasure-2-0/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Evidence

Other Info
URL https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-pro-3-w-1/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-ultra-air-4-w-1/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/produkt/wibrator-masazer-wand-mikrofon-3-w-1/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/robots.txt
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/sex-shop-bialystok/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/sex-shop-bielsko-biala/
Method GET

HostedScan


https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/
https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-pro-3-w-1/
https://drlovesexshop.com/produkt/wibrator-masazer-kroliczek-ultra-air-4-w-1/
https://drlovesexshop.com/produkt/wibrator-masazer-wand-mikrofon-3-w-1/
https://drlovesexshop.com/robots.txt
https://drlovesexshop.com/sex-shop-bialystok/
https://drlovesexshop.com/sex-shop-bielsko-biala/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence

Other Info

cache-control

https://drlovesexshop.com/sex-shop-bydgoszcz/

GET

cache-control

https://drlovesexshop.com/sex-shop-bytom/

GET

cache-control

https://drlovesexshop.com/sex-shop-chorzow/

GET

cache-control

https://drlovesexshop.com/sex-shop-czestochowa/

GET

cache-control

https://drlovesexshop.com/sex-shop-dabrowa-gornicza/

GET

cache-control

https://drlovesexshop.com/sex-shop-gdansk/

GET

cache-control

HostedScan
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https://drlovesexshop.com/sex-shop-bytom/
https://drlovesexshop.com/sex-shop-chorzow/
https://drlovesexshop.com/sex-shop-czestochowa/
https://drlovesexshop.com/sex-shop-dabrowa-gornicza/
https://drlovesexshop.com/sex-shop-gdansk/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter

Attack

https://drlovesexshop.com/sex-shop-gdynia/

GET

cache-control

https://drlovesexshop.com/sex-shop-gliwice/

GET

cache-control

https://drlovesexshop.com/sex-shop-gorzow-wielkopolski/

GET

cache-control

https://drlovesexshop.com/sex-shop-katowice/

GET

cache-control

https://drlovesexshop.com/sex-shop-kielce/

GET

cache-control

https://drlovesexshop.com/sex-shop-koszalin/

GET

cache-control

https://drlovesexshop.com/sex-shop-krakow/

GET

cache-control

HostedScan
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https://drlovesexshop.com/sex-shop-katowice/
https://drlovesexshop.com/sex-shop-kielce/
https://drlovesexshop.com/sex-shop-koszalin/
https://drlovesexshop.com/sex-shop-krakow/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method

https://drlovesexshop.com/sex-shop-lodz/

GET

cache-control

https://drlovesexshop.com/sex-shop-lublin/

GET

cache-control

https://drlovesexshop.com/sex-shop-olsztyn/

GET

cache-control

https://drlovesexshop.com/sex-shop-opole/

GET

cache-control

https://drlovesexshop.com/sex-shop-plock/

GET

cache-control

https://drlovesexshop.com/sex-shop-poznan/

GET

cache-control

https://drlovesexshop.com/sex-shop-radom/

GET

HostedScan


https://drlovesexshop.com/sex-shop-lodz/
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https://drlovesexshop.com/sex-shop-poznan/
https://drlovesexshop.com/sex-shop-radom/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
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Other Info

cache-control

https://drlovesexshop.com/sex-shop-ruda-slaska/

GET

cache-control

https://drlovesexshop.com/sex-shop-rybnik/

GET

cache-control

https://drlovesexshop.com/sex-shop-rzeszow/

GET

cache-control

https://drlovesexshop.com/sex-shop-sosnowiec/

GET

cache-control

https://drlovesexshop.com/sex-shop-szczecin/

GET

cache-control

https://drlovesexshop.com/sex-shop-tarnow/

GET

cache-control

HostedScan


https://drlovesexshop.com/sex-shop-ruda-slaska/
https://drlovesexshop.com/sex-shop-rybnik/
https://drlovesexshop.com/sex-shop-rzeszow/
https://drlovesexshop.com/sex-shop-sosnowiec/
https://drlovesexshop.com/sex-shop-szczecin/
https://drlovesexshop.com/sex-shop-tarnow/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

URL
Method
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Attack
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Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
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Other Info
URL
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https://drlovesexshop.com/sex-shop-torun/

GET

cache-control

https://drlovesexshop.com/sex-shop-tychy/

GET

cache-control

https://drlovesexshop.com/sex-shop-walbrzych/

GET

cache-control

https://drlovesexshop.com/sex-shop-warszawa/

GET

cache-control

https://drlovesexshop.com/sex-shop-wroclaw/

GET

cache-control

https://drlovesexshop.com/sex-shop-zabrze/

GET

cache-control

https://drlovesexshop.com/sex-shop-zielona-gora/

GET

cache-control

HostedScan


https://drlovesexshop.com/sex-shop-torun/
https://drlovesexshop.com/sex-shop-tychy/
https://drlovesexshop.com/sex-shop-walbrzych/
https://drlovesexshop.com/sex-shop-warszawa/
https://drlovesexshop.com/sex-shop-wroclaw/
https://drlovesexshop.com/sex-shop-zabrze/
https://drlovesexshop.com/sex-shop-zielona-gora/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Evidence

Other Info
URL https://drlovesexshop.com/sitemap_index.xml
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/sklep/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16060
Method GET
Parameter cache-control
Attack
Evidence no-cache, must-revalidate, max-age=0
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16067
Method GET
Parameter cache-control
Attack
Evidence no-cache, must-revalidate, max-age=0
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16076
Method GET
Parameter cache-control
Attack
Evidence no-cache, must-revalidate, max-age=0
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16088
Method GET
Parameter cache-control
Attack
Evidence no-cache, must-revalidate, max-age=0
Other Info
URL https://drlovesexshop.com/sklep/?add-to-cart=16109
Method GET

HostedScan


https://drlovesexshop.com/sitemap_index.xml
https://drlovesexshop.com/sklep/
https://drlovesexshop.com/sklep/?add-to-cart=16060
https://drlovesexshop.com/sklep/?add-to-cart=16067
https://drlovesexshop.com/sklep/?add-to-cart=16076
https://drlovesexshop.com/sklep/?add-to-cart=16088
https://drlovesexshop.com/sklep/?add-to-cart=16109
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Parameter cache-control

Attack
Evidence no-cache, must-revalidate, max-age=0
Other Info
URL https://drlovesexshop.com/sklep/?view_mode=grid
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/sklep/?view_mode=list
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/staticblocks-sitemap.xml
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/wp-json/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/wp-json/oembed/1.0/embed?format=xmli&url=https%3A%2F%2Fdrlovesexshop.com%2F
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/wp-json/oembed/1.0/embed?url=https%3A%2F%2Fdrlovesexshop.com%2F
Method GET
Parameter cache-control
Attack
Evidence
Other Info

HostedScan


https://drlovesexshop.com/sklep/?view_mode=grid
https://drlovesexshop.com/sklep/?view_mode=list
https://drlovesexshop.com/staticblocks-sitemap.xml
https://drlovesexshop.com/wp-json/
https://drlovesexshop.com/wp-json/oembed/1.0/embed?format=xml&url=https%3A%2F%2Fdrlovesexshop.com%2F
https://drlovesexshop.com/wp-json/oembed/1.0/embed?url=https%3A%2F%2Fdrlovesexshop.com%2F
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

URL https://drlovesexshop.com/wp-json/wp/v2/categories/331

Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/wp-json/wp/v2/pages/15153
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://drlovesexshop.com/wp-login.php?reauth=1&redirect_to=https%3A%2F%2Fdrlovesexshop.com%2Fwp-admin%2F
Method GET
Parameter cache-control
Attack
Evidence no-cache, must-revalidate, max-age=0
Other Info
URL https://drlovesexshop.com/xmlrpc.php?rsd
Method GET
Parameter cache-control
Attack
Evidence
Other Info
Instances 102
Solution Fpr secure cont_ent, ensure the cache-control HTTP header is set with "no-cache, no-store, must-revalidate". If an asset should be cached consider setting the
directives "public, max-age, immutable".
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat Sheet.html#web-content-caching
Reference https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Cache-Control
https://grayduck.mn/2021/09/13/cache-control-recommendations/
CWE Id 525
WASC Id 13
Plugin Id 10015

Informational Session Management Response Identified

The given response has been identified as containing a session management token. The 'Other Info' field contains a set of header tokens that can be used in the
Description Header Based Session Management Method. If the request is in a context which has a Session Management Method set to "Auto-Detect" then this rule will
change the session management to use the tokens identified.

URL https://drlovesexshop.com/?add-to-cart=11248
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 0c3c6b74c0cc0543117e8307ea93ea73

HostedScan


https://drlovesexshop.com/wp-json/wp/v2/categories/331
https://drlovesexshop.com/wp-json/wp/v2/pages/15153
https://drlovesexshop.com/wp-login.php?reauth=1&redirect_to=https%3A%2F%2Fdrlovesexshop.com%2Fwp-admin%2F
https://drlovesexshop.com/xmlrpc.php?rsd
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#web-content-caching
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Cache-Control
https://grayduck.mn/2021/09/13/cache-control-recommendations/
https://cwe.mitre.org/data/definitions/525.html
https://www.zaproxy.org/docs/alerts/10015/
https://drlovesexshop.com/?add-to-cart=11248
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info

Request Header

Request Body

Response Header

Response Body (truncated)

URL

Method
Parameter
Attack
Evidence

Other Info

URL

Method
Parameter
Attack
Evidence

Other Info

URL

cookie:woocommerce_cart_hash

GET https://drlovesexshop.com/?add-to-cart=11248 HTTP/1.1

host: drlovesexshop.com

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/5
37.36

pragma: no-cache

cache-control: no-cache

referer: https://drlovesexshop.com/

Cookie: woocommerce recently viewed=15357; woocommerce items in cart=1; woocommerce cart hash=94722576820ce4065011d7c0O
d7f9f409; wp woocommerce session 10d919786538b65731a39cc09bb56209=t 82db4e68ccf94e9ee9715093d9caf3%7C%7C1738783222%7C%
7C1738779622%7C%7C827elflaeafta633e3937e48697537203

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

content-type: text/html; charset=UTF-8

set-cookie: woocommerce cart hash=0c3c6b74c0cc0543117e8307ea93ea73; path=/; secure

link: <https://drlovesexshop.com/wp-json/>; rel="https://api.w.org/"

link: <https://drlovesexshop.com/wp-json/wp/v2/pages/15153>; rel="alternate"; title="JSON"; type="application/json"
link: <https://drlovesexshop.com/>; rel=shortlink

date: Mon, 03 Feb 2025 19:20:45 GMT

server: LiteSpeed

vary: User-Agent

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q
043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

content-length: 491233

<IDOCTYPE html>
<html lang="pl-PL" xmlns="http://www.w3.0rg/1999/xhtml" prefix="og: http://ogp.me/ns# fb: http://www.facebook.com/200
8/fbml" >
<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=0"/>
<style id="jetpack-boost-critical-css">@media all{body:after{content:url(https://drlovesexshop.com/wp-content/
plugins/instagram-feed/img/sbi-sprite.png);display:none}.screen-reader-text{position:absolute;top...(truncated)

https://drlovesexshop.com/?add-to-cart=13719
GET

woocommerce_cart_hash

3b6bc7bb673d3acac38baalaf762d738
cookie:woocommerce_cart_hash

https://drlovesexshop.com/?add-to-cart=14988

GET

woocommerce_cart_hash

6488577736eeebf4167bb16c68410550
cookie:woocommerce_cart_hash

https://drlovesexshop.com/?add-to-cart=14998

HostedScan


https://drlovesexshop.com/?add-to-cart=13719
https://drlovesexshop.com/?add-to-cart=14988
https://drlovesexshop.com/?add-to-cart=14998
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack

Evidence

GET

woocommerce_cart_hash

1636e6bac187408ceb5eed4ab6b4adazl
cookie:woocommerce_cart_hash

https://drlovesexshop.com/?add-to-cart=15274

GET

woocommerce_cart_hash

3057af7b652b5b361c13910ad06f601a

cookie:woocommerce_cart_hash cookie:wp_woocommerce_session_10d919786538b65731a39cc09bb56209
https://drlovesexshop.com/?add-to-cart=15286

GET

woocommerce_cart_hash

d83218900f474769e6b08d267087e981

cookie:woocommerce_cart_hash cookie:wp_woocommerce_session_10d919786538b65731a39cc09bb56209
https://drlovesexshop.com/?add-to-cart=15775

GET

woocommerce_cart_hash

94722576820ce4065011d7c0d7fof409
cookie:woocommerce_cart_hash cookie:wp_woocommerce_session_10d919786538b65731a39cc09bb56209

https://drlovesexshop.com/?add-to-cart=15812

GET

woocommerce_cart_hash

8eba0d6264d597206a78bb7f4f86656
cookie:woocommerce_cart_hash cookie:wp_woocommerce_session_10d919786538b65731a39cc09bb56209

https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=11248

GET

woocommerce_cart_hash

38710f5a46cee8eld5c75d62ca58c27¢
cookie:woocommerce_cart_hash
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=13706

GET

woocommerce_cart_hash

eb9cd5904b74343beelf8e382b3885f1

HostedScan


https://drlovesexshop.com/?add-to-cart=15274
https://drlovesexshop.com/?add-to-cart=15286
https://drlovesexshop.com/?add-to-cart=15775
https://drlovesexshop.com/?add-to-cart=15812
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=11248
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=13706
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info cookie:woocommerce_cart_hash

URL https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=13719
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 8ef59fcalac476869dfff6177d2325b4
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=13734
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence f30abce884f0992820b8694a51796ed6
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15005
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 4703b71f3d8f510b2b316f33196e330e
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15020
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 06e9fe62f3f6cb7ffe15d02fc8c73b16
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15274
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 756af5af8b4ad99bb4621b6beb4chese
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15286
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence b41ec8df1940f8876f88232ec3161961
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15357
Method GET
Parameter woocommerce_cart_hash

HostedScan


https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=13719
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=13734
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15005
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15020
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15274
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15286
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15357
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack

Evidence 1b44589c5da3c767b9281a1f55¢39f6a
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15802
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 1130209f6eeff32cec821af33203c776
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15823
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 82cd94826c9e7f4793804ch188056411
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15846
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 24c9b17c8cedb79b3f8d2e434668f722
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15862
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence cd2b4e7c3c2d468d4254e89c0a55ch71
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15875
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 24960c4fdae3919b7feef089698ceaff
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15892
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 346¢ca7df057778d9b3bee21b18a63a26
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/akcesoria-analne/

HostedScan


https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15802
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15823
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15846
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15862
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15875
https://drlovesexshop.com/product-category/dla-niego/?add-to-cart=15892
https://drlovesexshop.com/product-category/dla-niego/akcesoria-analne/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Method GET

Parameter woocommerce_cart_hash
Attack
Evidence 33b22920d7431090fce6¢c331650b978e
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/masturbatory/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 33b22920d7431090fce6¢c331650b978e
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niego/pierscienie-i-nakladki/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 33b22920d7431090fce6¢331650b978e
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niej/jajeczka-i-kulki-gejszy-kegla/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 31lcbadech3c434b5915ec6e301e00dda
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niej/stymulatory-sutkow/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 33b22920d7431090fce6¢c331650b978e
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-niej/wibratory-wielofunkcyjne/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 33b22920d7431090fce6¢c331650b978e
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/dla-par/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 33b22920d7431090fce6¢331650b978e

HostedScan


https://drlovesexshop.com/product-category/dla-niego/masturbatory/
https://drlovesexshop.com/product-category/dla-niego/pierscienie-i-nakladki/
https://drlovesexshop.com/product-category/dla-niej/jajeczka-i-kulki-gejszy-kegla/
https://drlovesexshop.com/product-category/dla-niej/stymulatory-sutkow/
https://drlovesexshop.com/product-category/dla-niej/wibratory-wielofunkcyjne/
https://drlovesexshop.com/product-category/dla-par/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Other Info cookie:woocommerce_cart_hash

URL https://drlovesexshop.com/product-category/dla-par/wibratory-do-wspolnej-zabawy/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 33b22920d7431090fce6¢3316500978e
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/drogeria/kosmetyki-dla-niego/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence ca47805eb9683af93c84clcd4b046a69
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/drogeria/lkosmetyki-dla-niej/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence ca47805eb9683af93c84clcd4b046a69
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/drogeria/kosmetyki-dla-par/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence ca47805eb9683af93c84clcd4b046a69
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/drogeria/lubrykanty/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence ca47805eb9683af93c84clcd4b046a69
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-category/drogeria/olejki-do-masazu/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence ca47805eb9683af93c84clcd4b046a69
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/product-tag/dla-niego/
Method GET
Parameter woocommerce_cart_hash

HostedScan


https://drlovesexshop.com/product-category/dla-par/wibratory-do-wspolnej-zabawy/
https://drlovesexshop.com/product-category/drogeria/kosmetyki-dla-niego/
https://drlovesexshop.com/product-category/drogeria/kosmetyki-dla-niej/
https://drlovesexshop.com/product-category/drogeria/kosmetyki-dla-par/
https://drlovesexshop.com/product-category/drogeria/lubrykanty/
https://drlovesexshop.com/product-category/drogeria/olejki-do-masazu/
https://drlovesexshop.com/product-tag/dla-niego/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence

Other Info

URL

Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence

Other Info

ca47805eb9683af93c84clcd4b046a69
cookie:woocommerce_cart_hash
https://drlovesexshop.com/product-tag/dla-niej/

GET

woocommerce_cart_hash

ca47805eb9683af93c84clcd4b046a69
cookie:woocommerce_cart_hash
https://drlovesexshop.com/product-tag/masturbator/

GET

woocommerce_cart_hash

ca47805eb9683af93c84clcd4b046a69
cookie:woocommerce_cart_hash

https://drlovesexshop.com/product-tag/silikon/

GET

woocommerce_cart_hash

ca47805eb9683af93c84c1lcd4b046a69
cookie:woocommerce_cart_hash

https://drlovesexshop.com/product-tag/wibrator/

GET

woocommerce_cart_hash

ca47805eb9683af93c84clcd4b046a69
cookie:woocommerce_cart_hash

https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-
chlodzacym-smakiem-miety/

GET

woocommerce_cart_hash

39123b055d3779c3246f029cb514ea2c
cookie:woocommerce_cart_hash cookie:woocommerce_recently viewed

https://drlovesexshop.com/produkt/intt-brazilian-panty-zel-truskawkowy/

GET

woocommerce_cart_hash

adec4950fcfc08834582b307bf57c8fc

cookie:woocommerce_cart_hash cookie:woocommerce_recently_viewed

HostedScan


https://drlovesexshop.com/product-tag/dla-niej/
https://drlovesexshop.com/product-tag/masturbator/
https://drlovesexshop.com/product-tag/silikon/
https://drlovesexshop.com/product-tag/wibrator/
https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-miety/
https://drlovesexshop.com/produkt/greek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-mietygreek-kiss-anal-stimulation-zel-stymulujacy-z-chlodzacym-smakiem-miety/
https://drlovesexshop.com/produkt/intt-brazilian-panty-zel-truskawkowy/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

URL https://drlovesexshop.com/produkt/intt-clit-me-high-plynny-wibrator-z-efektem-wibracji-i-ciepla-15ml/

Method GET

Parameter woocommerce_recently_viewed

Attack

Evidence 15812%7C15791%7C16060

Other Info cookie:woocommerce_recently _viewed
URL https://drlovesexshop.com/produkt/intt-excitation-zel-wzmacniajacy-orgazm-dla-kobiet-15ml/

Method GET

Parameter woocommerce_recently_viewed

Attack

Evidence 15812%7C15791%7C16088

Other Info cookie:woocommerce_recently_viewed
URL https://drlovesexshop.com/produkt/intt-frost-zel-do-masazu-chlodzacy-30ml/

Method GET

Parameter woocommerce_cart_hash

Attack

Evidence adec4950fcfc08834582b307bf57c8fc

Other Info cookie:woocommerce_cart_hash cookie:woocommerce_recently viewed
URL https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml-2/

Method GET

Parameter woocommerce_cart_hash

Attack

Evidence 39123b055d3779c3246f029cb514ea2c

Other Info cookie:woocommerce_cart_hash cookie:woocommerce_recently viewed
URL https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml/

Method GET

Parameter woocommerce_cart_hash

Attack

Evidence 39123b055d3779c3246f029cb514ea2c

Other Info cookie:woocommerce_cart_hash cookie:woocommerce_recently viewed
URL https://drlovesexshop.com/produkt/intt-inflate-xxl-zel-powiekszajacy-penisa/

Method GET

Parameter woocommerce_recently_viewed

Attack

Evidence 15812%7C15791%7C16076

Other Info cookie:woocommerce_recently_viewed
URL https://drlovesexshop.com/produkt/intt-lasts-15-ml-zel-opozniajacy-wytrysk/

Method GET

Parameter woocommerce_recently_viewed

Attack

HostedScan


https://drlovesexshop.com/produkt/intt-clit-me-high-plynny-wibrator-z-efektem-wibracji-i-ciepla-15ml/
https://drlovesexshop.com/produkt/intt-excitation-zel-wzmacniajacy-orgazm-dla-kobiet-15ml/
https://drlovesexshop.com/produkt/intt-frost-zel-do-masazu-chlodzacy-30ml/
https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml-2/
https://drlovesexshop.com/produkt/intt-ice-vibration-plynny-wibrator-chlodzacy-15-ml/
https://drlovesexshop.com/produkt/intt-inflate-xxl-zel-powiekszajacy-penisa/
https://drlovesexshop.com/produkt/intt-lasts-15-ml-zel-opozniajacy-wytrysk/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Evidence 15812%7C15791%7C16067

Other Info cookie:woocommerce_recently viewed
URL https://drlovesexshop.com/produkt/intt-like-a-virgin-zel-zwezajacydla-kobiet-15ml/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence 15812%7C15791%7C16109
Other Info cookie:woocommerce_recently viewed
URL https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 0759¢9313d04409a0e5da247e7f11ff8
Other Info cookie:woocommerce_cart_hash cookie:woocommerce_recently viewed
URL https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-2/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence adec4950fcfc08834582b307bf57c8fc
Other Info cookie:woocommerce_cart_hash cookie:woocommerce_recently viewed
URL https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-kopia/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence adec4950fcfc08834582b307bf57c8fc
Other Info cookie:woocommerce_cart_hash cookie:woocommerce_recently viewed
URL https://drlovesexshop.com/produkt/intt-passion-fruit-zel-do-masazu-z-rozgrzewajacym-efektem-i-smakiem-marakui-30mi/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence 15812%7C15791%7C16067%7C16009
Other Info cookie:woocommerce_recently viewed
URL https://drlovesexshop.com/produkt/intt-rozswietlacz-sexy-glow-body/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence adec4950fcfc08834582b307bf57c8fc
Other Info cookie:woocommerce_cart_hash cookie:woocommerce_recently viewed
URL https://drlovesexshop.com/produkt/intt-strawberry-vibration-plynny-wibrator-15-ml/
Method GET

HostedScan


https://drlovesexshop.com/produkt/intt-like-a-virgin-zel-zwezajacydla-kobiet-15ml/
https://drlovesexshop.com/produkt/intt-lubrykant-hotcold-100ml/
https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-2/
https://drlovesexshop.com/produkt/intt-lubrykant-truskawkowy-na-bazie-wody-100ml-kopia/
https://drlovesexshop.com/produkt/intt-passion-fruit-zel-do-masazu-z-rozgrzewajacym-efektem-i-smakiem-marakui-30ml/
https://drlovesexshop.com/produkt/intt-rozswietlacz-sexy-glow-body/
https://drlovesexshop.com/produkt/intt-strawberry-vibration-plynny-wibrator-15-ml/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence

Other Info

woocommerce_recently_viewed

15812%7C15791%7C16076%7C16017
cookie:woocommerce_recently_viewed

https://drlovesexshop.com/produkt/krolowa-motyli-3w1/

GET

woocommerce_recently_viewed

15357%7C11248
cookie:woocommerce_recently viewed
https://drlovesexshop.com/produkt/masazer-wibrator-punku-g-angel-finger/

GET

woocommerce_cart_hash

f9ae70a63cac2a033498e5906fed3f5a
cookie:woocommerce_cart_hash cookie:woocommerce_recently viewed

https://drlovesexshop.com/produkt/masturabator-jajko-tenga-no-1/

GET

woocommerce_recently_viewed

15812%7C15791%7C16067%7C16002%7C13706%7C15833%7C15875
cookie:woocommerce_recently _viewed

https://drlovesexshop.com/produkt/masturbator-spacexxx/

GET

woocommerce_recently_viewed

15812%7C15791%7C16067%7C16002%7C13706
cookie:woocommerce_recently_viewed

https://drlovesexshop.com/produkt/nakladka-przedluzajaca-i-pogrubiajaca-penisa-z-masazerem/

GET

woocommerce_recently_viewed

15812%7C15791%7C16067%7C16002%7C13706%7C15833%7C15892
cookie:woocommerce_recently viewed
https://drlovesexshop.com/produkt/ring-na-penisa-dakki-2-w-1/

GET

woocommerce_recently viewed

15812%7C15791%7C16067%7C16002%7C13706%7C15833%7C15823

cookie:woocommerce_recently viewed

HostedScan


https://drlovesexshop.com/produkt/krolowa-motyli-3w1/
https://drlovesexshop.com/produkt/masazer-wibrator-punku-g-angel-finger/
https://drlovesexshop.com/produkt/masturabator-jajko-tenga-no-1/
https://drlovesexshop.com/produkt/masturbator-spacexxx/
https://drlovesexshop.com/produkt/nakladka-przedluzajaca-i-pogrubiajaca-penisa-z-masazerem/
https://drlovesexshop.com/produkt/ring-na-penisa-dakki-2-w-1/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

URL https://drlovesexshop.com/produkt/ring-na-penisa-osmiorniczka/

Method GET

Parameter woocommerce_cart_hash
Attack
Evidence 24960c4fdae3919b7feef089698cealff
Other Info cookie:woocommerce_cart_hash cookie:woocommerce_recently viewed
URL https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence 15812%7C15791
Other Info cookie:woocommerce_recently_viewed
URL https://drlovesexshop.com/produkt/zatyczka-korek-analny-sylikonowy-kita-lisa-led-32cm/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence 15812%7C15791%7C16067%7C16002%7C13706%7C15833%7C15862
Other Info cookie:woocommerce_recently viewed
URL https://drlovesexshop.com/produkt/zatyczka-korek-anlany-sylikonowy-srubka/
Method GET
Parameter woocommerce_recently_viewed
Attack
Evidence 15812%7C15791%7C16067%7C16002%7C13706%7C15833%7C15846
Other Info cookie:woocommerce_recently viewed
URL https://drlovesexshop.com/sex-shop-bialystok/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 8eba0d6264d597206a78bb 7486656
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sex-shop-bydgoszcz/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 8eba0d6264d597206a78bb7f4f866f56
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sex-shop-gdansk/
Method GET
Parameter woocommerce_cart_hash
Attack

HostedScan


https://drlovesexshop.com/produkt/ring-na-penisa-osmiorniczka/
https://drlovesexshop.com/produkt/rozowy-wieloryb-jajko-na-aplikacje-pilota/
https://drlovesexshop.com/produkt/zatyczka-korek-analny-sylikonowy-kita-lisa-led-32cm/
https://drlovesexshop.com/produkt/zatyczka-korek-anlany-sylikonowy-srubka/
https://drlovesexshop.com/sex-shop-bialystok/
https://drlovesexshop.com/sex-shop-bydgoszcz/
https://drlovesexshop.com/sex-shop-gdansk/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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Other Info
URL
Method
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Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
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Attack
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Other Info
URL
Method
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Attack
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URL
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Other Info
URL
Method
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Attack
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Other Info
URL
Method

8eba0d6264d597206a78bb7f4f866f56
cookie:woocommerce_cart_hash
https://drlovesexshop.com/sex-shop-katowice/

GET

woocommerce_cart_hash

8eba0d6264d597206a78bb7{4f866f56
cookie:woocommerce_cart_hash
https://drlovesexshop.com/sex-shop-krakow/

GET

woocommerce_cart_hash

8eba0d6264d597206a78bb7f4f86656
cookie:woocommerce_cart_hash

https://drlovesexshop.com/sex-shop-lodz/

GET

woocommerce_cart_hash

8eba0d6264d597206a78bb7f4{866f56
cookie:woocommerce_cart_hash

https://drlovesexshop.com/sex-shop-lublin/

GET

woocommerce_cart_hash

8eba0d6264d597206a78bb7f4{866f56
cookie:woocommerce_cart_hash
https://drlovesexshop.com/sex-shop-poznan/

GET

woocommerce_cart_hash

8eba0d6264d597206a78bb7{4f866f56
cookie:woocommerce_cart_hash
https://drlovesexshop.com/sex-shop-szczecin/

GET

woocommerce_cart_hash

8eba0d6264d597206a78bb7f4f866f56
cookie:woocommerce_cart_hash

https://drlovesexshop.com/sex-shop-warszawa/

GET

HostedScan


https://drlovesexshop.com/sex-shop-katowice/
https://drlovesexshop.com/sex-shop-krakow/
https://drlovesexshop.com/sex-shop-lodz/
https://drlovesexshop.com/sex-shop-lublin/
https://drlovesexshop.com/sex-shop-poznan/
https://drlovesexshop.com/sex-shop-szczecin/
https://drlovesexshop.com/sex-shop-warszawa/
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Parameter woocommerce_cart_hash

Attack
Evidence 8eba0d6264d597206a78bb7f4f866f56
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sex-shop-wroclaw/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 8eba0d6264d597206a78bb7f4f866f56
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=11248
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 08bb6da7efad4d94a68b863ad7ca5036
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=13706
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence be61e9fa8c213ebfcf6ce571a8f11ba9
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=13719
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 9b2faf21d9d33fd740878efbda054cd6
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=13734
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence f9ae70a63cac2a033498e5906fed3f5a
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=15020
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence d28bfd69b510c8d63734aa567307cd50
Other Info cookie:woocommerce_cart_hash

HostedScan


https://drlovesexshop.com/sex-shop-wroclaw/
https://drlovesexshop.com/sklep/?add-to-cart=11248
https://drlovesexshop.com/sklep/?add-to-cart=13706
https://drlovesexshop.com/sklep/?add-to-cart=13719
https://drlovesexshop.com/sklep/?add-to-cart=13734
https://drlovesexshop.com/sklep/?add-to-cart=15020
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report
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Attack

https://drlovesexshop.com/sklep/?add-to-cart=15274

GET

woocommerce_cart_hash

bc680ab2318698acd49dbb91044a5ed7
cookie:woocommerce_cart_hash

https://drlovesexshop.com/sklep/?add-to-cart=15286

GET

woocommerce_cart_hash

7b538da601f9395004a39b0d06ddbfdc
cookie:woocommerce_cart_hash

https://drlovesexshop.com/sklep/?add-to-cart=15775

GET

woocommerce_cart_hash

2456a99a3be604c3ael38cdeab28d548
cookie:woocommerce_cart_hash
https://drlovesexshop.com/sklep/?add-to-cart=15812
GET

woocommerce_cart_hash

31cbadech3c434b5915ec6e301e00dda
cookie:woocommerce_cart_hash

https://drlovesexshop.com/sklep/?add-to-cart=15833

GET

woocommerce_cart_hash

33b22920d7431090fce6¢331650b978e
cookie:woocommerce_cart_hash

https://drlovesexshop.com/sklep/?add-to-cart=15961

GET

woocommerce_cart_hash

0759c9313d04409a0e5da247e7f11ff8
cookie:woocommerce_cart_hash

https://drlovesexshop.com/sklep/?add-to-cart=15994

GET

woocommerce_cart_hash

HostedScan


https://drlovesexshop.com/sklep/?add-to-cart=15274
https://drlovesexshop.com/sklep/?add-to-cart=15286
https://drlovesexshop.com/sklep/?add-to-cart=15775
https://drlovesexshop.com/sklep/?add-to-cart=15812
https://drlovesexshop.com/sklep/?add-to-cart=15833
https://drlovesexshop.com/sklep/?add-to-cart=15961
https://drlovesexshop.com/sklep/?add-to-cart=15994
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Evidence 30ed24b8c2f7572ea57de3d877b0f363

Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=16002
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence f8b9662cha5cdad6d4d9597625608132
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=16009
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence adec4950fcfc08834582b307bf57c8fc
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=16027
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 4dfe9348b200a680f8f0b68caea8405e
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=16041
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 26f0dd75acd7ac977f034a0ce3c22074
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=16050
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 3a46857d931f79bd1a9e169977dbce9c
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=16060
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 4c7b7e09ef7675a35c5bd07939555cdf
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=16067
Method GET

HostedScan


https://drlovesexshop.com/sklep/?add-to-cart=16002
https://drlovesexshop.com/sklep/?add-to-cart=16009
https://drlovesexshop.com/sklep/?add-to-cart=16027
https://drlovesexshop.com/sklep/?add-to-cart=16041
https://drlovesexshop.com/sklep/?add-to-cart=16050
https://drlovesexshop.com/sklep/?add-to-cart=16060
https://drlovesexshop.com/sklep/?add-to-cart=16067
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Parameter woocommerce_cart_hash

Attack
Evidence 39123b055d3779¢c3246f029cb514ea2c
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=16076
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 5baefd4b8f3a5b1fc9b946d974d4a682
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=16088
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 197341f029a72f888db3d65f49075c42
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/?add-to-cart=16109
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence ceaac00faff02c1c9ea8f908b3022f43
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/feed/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence ca47805eb9683af93c84clcd4b046a69
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/sklep/page/3/
Method GET
Parameter woocommerce_cart_hash
Attack
Evidence 0759c9313d04409a0e5da247e7f11ff8
Other Info cookie:woocommerce_cart_hash
URL https://drlovesexshop.com/wp-login.php?reauth=1&redirect_to=https%3A%2F%2Fdrlovesexshop.com%2Fwp-admin%2F
Method GET
Parameter wordpress_test_cookie
Attack
Evidence WP%20Cookie%20check
Other Info cookie:wordpress_test_cookie

HostedScan


https://drlovesexshop.com/sklep/?add-to-cart=16076
https://drlovesexshop.com/sklep/?add-to-cart=16088
https://drlovesexshop.com/sklep/?add-to-cart=16109
https://drlovesexshop.com/sklep/feed/
https://drlovesexshop.com/sklep/page/3/
https://drlovesexshop.com/wp-login.php?reauth=1&redirect_to=https%3A%2F%2Fdrlovesexshop.com%2Fwp-admin%2F
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

Instances 103

Solution This is an informational alert rather than a vulnerability and so there is nothing to fix.
Reference https://www.zaproxy.org/docs/desktop/addons/authentication-helper/session-mgmt-id
CWE Id

WASC Id

Plugin Id 10112

Informational User Controllable HTML Element Attribute (Potential XSS)

This check looks at user-supplied input in query string parameters and POST data to identify where certain HTML attribute values might be controlled. This

Bescription provides hot-spot detection for XSS (cross-site scripting) that will require further review by a security analyst to determine exploitability.
URL https://drlovesexshop.com/?add-to-cart=11248
Method GET
Parameter add-to-cart
Attack
Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
Other Info https://drlovesexshop.com/?add-to-cart=11248 appears to include user input in: a(n) [a] tag [data-product_id] attribute The user input found was: add-to-
cart=11248 The user-controlled value was: 11248

GET https://drlovesexshop.com/?add-to-cart=11248 HTTP/1.1

host: drlovesexshop.com

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/5
37.36

pragma: no-cache

cache-control: no-cache

referer: https://drlovesexshop.com/

Cookie: woocommerce recently viewed=15357; woocommerce items in cart=1; woocommerce cart hash=94722576820ce4065011d7c0
d7f9f409; wp woocommerce session 10d919786538b65731a39cc09bb56209=t 82db4e68ccf94e9ee9715093d9caf3%7C%7C1738783222%7C%
7C1738779622%7C%7C827elflaeata633e3937e48697537203

Request Header

Request Body

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

content-type: text/html; charset=UTF-8

set-cookie: woocommerce cart hash=0c3c6b74c0cc0543117e8307ea93ea73; path=/; secure

link: <https://drlovesexshop.com/wp-json/>; rel="https://api.w.org/"

link: <https://drlovesexshop.com/wp-json/wp/v2/pages/15153>; rel="alternate"; title="JSON"; type="application/json"
link: <https://drlovesexshop.com/>; rel=shortlink

date: Mon, 03 Feb 2025 19:20:45 GMT

server: LiteSpeed

vary: User-Agent

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q
043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

content-length: 491233

Response Header

Response Body (truncated)
<!DOCTYPE html>

<html lang="pl-PL" xmlns="http://www.w3.0rg/1999/xhtml" prefix="og: http://ogp.me/ns# fb: http://www.facebook.com/200
8/fbml" >
<head>

<meta charset="UTF-8" />

<meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=0"/>

HostedScan


https://www.zaproxy.org/docs/desktop/addons/authentication-helper/session-mgmt-id
https://www.zaproxy.org/docs/alerts/10112/
https://drlovesexshop.com/?add-to-cart=11248
https://hostedscan.com?utm_medium=report&utm_source=owasp_zap_report

<style id="jetpack-boost-critical-css">@media all{body:after{content:url(https://drlovesexshop.com/wp-content/
plugins/instagram-feed/img/sbi-sprite.png);display:none}.screen-reader-text{position:absolute;top...(truncated)

URL https://drlovesexshop.com/?add-to-cart=11248
Method GET
Parameter add-to-cart
Attack
Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
Other Info https://drlovesexshop.com/?add-to-cart=11248 appears to include user input in: a(n) [span] tag [data-prodid] attribute The user input found was: add-to-
cart=11248 The user-controlled value was: 11248

URL https://drlovesexshop.com/?add-to-cart=13719
Method GET
Parameter add-to-cart
Attack
Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
Other Info https://drlovesexshop.com/?add-to-cart=13719 appears to include user input in: a(n) [a] tag [data-product_id] attribute The user input found was: add-to-
cart=13719 The user-controlled value was: 13719

URL https://drlovesexshop.com/?add-to-cart=13719
Method GET
Parameter add-to-cart
Attack
Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
Other Info https://drlovesexshop.com/?add-to-cart=13719 appears to include user input in: a(n) [span] tag [data-prodid] attribute The user input found was: add-to-
cart=13719 The user-controlled value was: 13719

URL https://drlovesexshop.com/?add-to-cart=14988
Method GET
Parameter add-to-cart
Attack
Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
Other Info https://drlovesexshop.com/?add-to-cart=14988 appears to include user input in: a(n) [a] tag [data-product_id] attribute The user input found was: add-to-
cart=14988 The user-controlled value was: 14988

URL https://drlovesexshop.com/?add-to-cart=14988
Method GET
Parameter add-to-cart
Attack
Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
Other Info https://drlovesexshop.com/?add-to-cart=14988 appears to include user input in: a(n) [span] tag [data-prodid] attribute The user input found was: add-to-
cart=14988 The user-controlled value was: 14988

URL https://drlovesexshop.com/?add-to-cart=14998
Method GET
Parameter add-to-cart
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Attack

Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
Other Info https://drlovesexshop.com/?add-to-cart=14998 appears to include user input in: a(n) [a] tag [data-product_id] attribute The user input found was: add-to-
cart=14998 The user-controlled value was: 14998

URL https://drlovesexshop.com/?add-to-cart=14998
Method GET
Parameter add-to-cart
Attack
Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
Other Info https://drlovesexshop.com/?add-to-cart=14998 appears to include user input in: a(n) [span] tag [data-prodid] attribute The user input found was: add-to-
cart=14998 The user-controlled value was: 14998

URL https://drlovesexshop.com/?add-to-cart=15775
Method GET
Parameter add-to-cart
Attack
Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
Other Info https://drlovesexshop.com/?add-to-cart=15775 appears to include user input in: a(n) [a] tag [data-product_id] attribute The user input found was: add-to-
cart=15775 The user-controlled value was: 15775

URL https://drlovesexshop.com/?add-to-cart=15775
Method GET
Parameter add-to-cart
Attack
Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
Other Info https://drlovesexshop.com/?add-to-cart=15775 appears to include user input in: a(n) [span] tag [data-prodid] attribute The user input found was: add-to-
cart=15775 The user-controlled value was: 15775

URL https://drlovesexshop.com/?add-to-cart=15812
Method GET
Parameter add-to-cart
Attack
Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
Other Info https://drlovesexshop.com/?add-to-cart=15812 appears to include user input in: a(n) [a] tag [data-product_id] attribute The user input found was: add-to-
cart=15812 The user-controlled value was: 15812

URL https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP
Method GET
Parameter et_search
Attack
Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
Other Info https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP appears to include user input in: a(n) [div] tag [aria-hidden] attribute The user input found
was: et_search=true The user-controlled value was: true
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https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP.

GET

et _search

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP appears to include user input in: a(n) [div] tag [data-loop] attribute The user input found
was: et_search=true The user-controlled value was: true

https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP.

GET

et _search

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP appears to include user input in: a(n) [input] tag [value] attribute The user input found
was: et_search=true The user-controlled value was: true

https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP.

GET
post_type

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP appears to include user input in: a(n) [a] tag [class] attribute The user input found was:
post_type=product The user-controlled value was: product-content-image woocommerce-loopproduct-link woocommerce-loop-product__link

https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP.

GET
post_type

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP appears to include user input in: a(n) [div] tag [class] attribute The user input found was:
post_type=product The user-controlled value was: product-image-wrapper hover-effect-disable

https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP.

GET

post_type

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP appears to include user input in: a(n) [div] tag [class] attribute The user input found was:
post_type=product The user-controlled value was: product_list-popup-footer-inner

https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP.

GET

post_type
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URL

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP appears to include user input in: a(n) [div] tag [class] attribute The user input found was:
post_type=product The user-controlled value was: products-per-page

https://drlovesexshop.com/?et_search=true&post_type=product&s=7ZAP.

GET
post_type

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP appears to include user input in: a(n) [h2] tag [class] attribute The user input found was:
post_type=product The user-controlled value was: product-title

https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP.

GET

post_type

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP appears to include user input in: a(n) [h2] tag [class] attribute The user input found was:
post_type=product The user-controlled value was: products-title

https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP.

GET

post_type

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP appears to include user input in: a(n) [input] tag [value] attribute The user input found
was: post_type=product The user-controlled value was: product

https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP.

GET
post_type

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP appears to include user input in: a(n) [select] tag [id] attribute The user input found was:
post_type=product The user-controlled value was: product_cat-285

https://drlovesexshop.com/?et_search=true&post_type=product&s=7ZAP.

GET
post_type

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP appears to include user input in: a(n) [select] tag [name] attribute The user input found
was: post_type=product The user-controlled value was: product_cat

https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP.
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GET

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/?et_search=true&post_type=product&s=ZAP appears to include user input in: a(n) [input] tag [value] attribute The user input found
was: s=ZAP The user-controlled value was: zap

https://drlovesexshop.com/moje-onto/

POST

_wp_http_referer

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/moje-onto/ appears to include user input in: a(n) [a] tag [href] attribute The user input found was:
_wp_http_referer=https://drlovesexshop.com/moje-onto/ The user-controlled value was: https://drlovesexshop.com

https://drlovesexshop.com/moje-onto/

POST

_wp_http_referer

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/moje-onto/ appears to include user input in: a(n) [a] tag [href] attribute The user input found was:
_wp_http_referer=https://drlovesexshop.com/moje-onto/ The user-controlled value was: https://drlovesexshop.com/moje-onto/

https://drlovesexshop.com/moje-onto/

POST

_wp_http_referer

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/moje-onto/ appears to include user input in: a(n) [a] tag [href] attribute The user input found was:
_wp_http_referer=https://drlovesexshop.com/moje-onto/ The user-controlled value was: https://drlovesexshop.com/moje-onto/lost-password/

https://drlovesexshop.com/moje-onto/

POST

_wp_http_referer

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/moje-onto/ appears to include user input in: a(n) [form] tag [action] attribute The user input found was:
_wp_http_referer=https://drlovesexshop.com/moje-onto/ The user-controlled value was: https://drlovesexshop.com/

https://drlovesexshop.com/moje-onto/

POST

_wp_http_referer
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User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/moje-onto/ appears to include user input in: a(n) [link] tag [href] attribute The user input found was:
_wp_http_referer=https://drlovesexshop.com/moje-onto/ The user-controlled value was: https://drlovesexshop.com/moje-onto/

https://drlovesexshop.com/moje-onto/

POST

_wp_http_referer

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/moje-onto/ appears to include user input in: a(n) [meta] tag [content] attribute The user input found was:
_wp_http_referer=https://drlovesexshop.com/moje-onto/ The user-controlled value was: https://drlovesexshop.com/moje-onto/

https://drlovesexshop.com/moje-onto/

POST

email

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://drlovesexshop.com/moje-onto/ appears to include user input in: a(n) [input] tag [value] attribute The user input found was: email=zaproxy@example.com
The user-controlled value was: zaproxy@example.com

31

Validate all input and sanitize output it before writing to any HTML attributes.
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat Sheet.html
20
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